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Disclaimer 
 

The opinions expressed and arguments employed in this report are those of the authors and do not 
represent the official views of the OECD or of its member countries or those of G20 member states. 
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1. INTRODUCTION 
The ability of Individuals and businesses to prove who they are is central to a well-functioning 
society. In the 21st century, it is critical that these interactions can take place in a secure and trusted 
digital context whenever appropriate. It is a fundamental right that should be protected and public 
authorities have a key role to play in the design and implementation of digital identification systems 
to take all necessary steps to anticipate and mitigate all possible harms to individuals, while 
facilitating their active participation in societal and economic activities. 

Although domestic approaches to the development of digital identity solutions differ significantly 
from country to country, and often provide access to services from both the public and private 
sectors, governments always play a central governance role. This includes providing the foundations 
for public identity infrastructure (to prove legal identity of citizens and businesses) and coordinating 
and/or delivering digital identity solutions domestically and engaging in international conversations, 
such as those brokered by the OECD and other international forums, which are necessary to support 
cross-border recognition of digital identity management.  

Building on the previous work of the G20, and other international forums, and in support of the 
Indonesian G20 Presidency in 2022, this report discusses the enablers that would allow 
governments to deliver wide access to trusted and portable digital identification for natural and legal 
persons, while empowering users to take greater control over their data, and unlock cross-border 
digital transactions. The scope of the report is limited to digital identification of natural and legal 
persons (i.e. natural persons representing a legal person), thus excluding the conversation on the 
identification of things (such as goods). With digital identity, this report refers to digital identification 
and the provision and sharing of digital attributes and credentials to access public and private sector 
services.  

In 2021, the G20 highlighted the social and economic importance of digital identity. The G20 Rome 
Leaders’ Declaration welcomed “the novel emphasis on secure, interoperable and trusted digital 
identity solutions that can provide better access to public and private sector services while 
promoting privacy and personal data protection” and committed to “pursue further work on 
designing digital identity tools.” 

The G20 Collection of Digital Identity Practices showed that digital identity was a vital tool for 
governments in responding to the first phases of the COVID-19 pandemic, with many countries 
recording dramatic increases in the adoption of domestic solutions. The report highlighted new ways 
of governing digital identity to provide users with greater ownership and visibility of how their data 
is shared and used, to instill accountability and trust. It also emphasised the need for comprehensive 
domestic governance of digital identity grounded in effective regulatory frameworks, leadership, and 
cross-sector collaboration.  
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This report is expected to support the recognition of the importance of digital identity for stronger 
digital economies and governments at the G20 level, acknowledging that the development of 
standards and regulations in this area is being discussed more widely by the World Bank1, 
UNCITRAL2, the European Commission3, and the OECD.   

 

Why digital identity? 

The ability for individuals and organisations to prove who they are and their entitlement to access 
services using digital means is fundamental to ensuring full and inclusive participation in the digital 
world. Once implemented, digital identification can facilitate access to targeted services from 
government and other providers, ranging from declaring taxes, to claiming government benefits, to 
easy on boarding of new bank customers, to verifying remotely the qualifications of job applicants. 
In sum, digital identification underpins accountability for every sensitive transaction in the digital 
world involving a natural person. With reliable and robust digital identity, trust between entities can 
be enhanced both offline and online, serving greater security, efficiency and productivity across 
sectors, as well as simplified lives and well-being of citizens and businesses. 

Whereas digital identity is too often reduced to being seen as a question of technology and software 
engineering, it should rather be understood as a public infrastructure and as a service - whether to 
natural persons, legal persons, service providers, or other countries. This also means seeing digital 
identity as an enabler for higher ambitions than taking paper or in-person interactions and putting 
them onto the Internet. Approaching digital identity as a service means exploring its role in re-
imagining and re-designing interactions to be inclusively designed, seamless, and joined-up 
experiences that solve whole problems for users from end-to-end and which are available through 
all channels. As countries explore the possibilities of expanding the provision of this service across 
borders, the ability to empower, and protect individuals with respect to their personal data in cross-
border digital transactions is a primary concern.  

There is no single domestic approach to digital identification and information sharing. However, in 
the same way that analogue forms of identification have become mutually recognised, achieving 
cross-border digital identity relies on seeking consensus among governments to recognise and 
balance national differences in pursuit of secure and trusted sharing of identity-related attributes. 
Beyond the benefits to governments, digital identity offers an opportunity to empower citizens and 
businesses with greater control over how their personal data is managed and shared both 
domestically and across borders. For this reason, it is central to the discussions on data free flows 
with trust and cross-border data flows - one of the priority areas of the Indonesian G20 Presidency 
and the Digital Economy Working Group in 2022.  

 

 

 
1 See the World Bank’s Identification for Development (ID4D) initiative: https://id4d.worldbank.org/  

2 See A/CN.9/1112 Draft Model Law on the Use and Cross-border Recognition of Identity Management and Trust Services 
https://uncitral.un.org/en/working_groups/4/electronic_commerce  

3 See the EC’s proposal for a European Digital Identity Framework https://ec.europa.eu/commission/presscorner/detail/en/ip_21_2663  
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Enabling digital identity as a service 

Realising the potential offered by digital identity for the transformation of societies and economies 
is not a short-term, simple task. There are many elements that contribute to its success and so it is 
important that governments have a clear understanding and appreciation for the breadth of these 
“enablers”. This paper focuses on four foundational enablers: 

1. Effective design of digital Identity 
• Being inclusive and understanding the needs of users. 
• Ensuring technical interoperability.  
• Facilitating enrolment and access through multiple channels. 
• Empowering users with consent over their personal data. 
• Developing systems and solutions that are trusted and secure. 
• Developing mechanisms for liability in the event of damages to natural or legal persons. 

2. Collaboration and coordination across the digital identity ecosystem 
• Understanding the actors involved, and collaborating across sectors. 
• Developing mechanisms for oversight and enforcement. 
• Engaging in bilateral and multilateral co-operation.  

3. Sustainable investments in digital identity 
• Understanding the benefits, costs, and risks associated with digital identity. 
• Securing sustainable funding. 
• Monitoring compliance and evaluating performance.  

4. A fit for purpose regulatory framework for digital identity 
• Developing a comprehensive regulatory framework that answers to the multiple needs of 

both natural and legal persons. 
• Regulating information sharing, the right to privacy and consent, and security 

considerations. 
• Monitoring regulatory compliance. 
• Promoting international regulatory co-operation and legal interoperability across borders.  

 

2. ENABLERS OF DIGITAL IDENTITY 
Enabler 1: Effective design of digital identity 

The design of digital identity is critical to its success. Effective design includes: taking an inclusive 
approach to understanding the needs of users from the outset; ensuring the technical 
interoperability of a solution; offering multiple routes to enrolment and activation; empowering users 
with consent over their personal data, and striking the right balance between usability and security. 

1.1. Being inclusive and understanding the needs of users  

Whether just starting, or building on existing implementations, work on digital identity should 
start with the needs of the users. Beyond the needs of natural and legal persons, user’s needs 
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should be identified for those who may face barriers for engaging with digital services such as 
lack of financing, skills, or connectivity.  

This means carrying out user research to understand the experience of both end-users and 
service providers. While the ambition for digital identity solutions is to have a ubiquitous 
approach that works for all, the journeys of different types of users reveal insights into different 
aspects of digital identity, all of which are essential to consider for building successful digital 
identity solutions.  

 

1.2. Ensuring technical interoperability  

For digital identity to be used seamlessly across jurisdictions and borders requires technical 
interoperability of national digital identity schemes. International, open standards that shape a 
global understanding of identity proofing and authentication can support countries to develop 
domestic standards that align with that of others by default. Even if portability is not the priority 
at first, the use of commonly used open standards from the start can ensure that any changes 
or adaptations in the future can be done without considerable overheads.  

Identity matching and the absence of unique and persistent identifiers is one of the biggest 
interoperability challenges related to cross-border digital identification and authentication. 
Without unique and persistent national personal identifiers, a user might be denied access to 
public services in another country in cases when the unique identity of the person cannot be 
established, or when a person cannot be uniquely linked to an existing record. While it might be 
a technical solution to implement, there are countries in which for political and historical 
reasons implementing such identifiers would not be feasible. For such countries, it is important 
to find alternative ways of ensuring that other countries can uniquely identify users as they try 
to access services within their jurisdiction, without causing unnecessary barriers or friction.  

 

1.3. Facilitating enrolment and access through multiple channels 

Many services in society, in particular government services, health services, and financial 
services, require a high level of assurance in knowing that the individual accessing the service 
is in fact who she or he claims to be. Identity proofing and secure enrolment is therefore 
essential for digital identity solutions to be trusted and accepted.  

Balancing the needs for security with the needs and experience of users is an important design 
concern. The fact that users still require face to face interactions to show official government 
identity documentation as part of obtaining their digital identity maintains some of the costly 
overheads that digital identity seeks to remove. Designing an approach that avoids face to face 
interactions completely presents complicated challenges to overcome, not least in 
understanding how government-issued IDs and attributes can be confirmed remotely in a secure 
manner while maintaining the user experience.  

The benefits of a fully remote solution for enrolment could be significant among certain 
population groups (e.g. youth, people living remotely). Nevertheless, digital should never be the 
default as face-to-face interactions should always remain an option to ensure access for people 
with specific needs.  

In sum, the enrolment process should be made as easy for users as possible, according to their 
needs, and according to the context of the specific services requiring identification.  
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Once enrolment is successful, the choice of means for authentication should also be considered 
from a user experience and accessibility point of view. For example, digital identity accessible 
through mobile devices is increasingly the default approach across the G20 with many countries 
also exploring how to substitute physical identity documents with digital equivalents via mobile 
apps. These include government-issued driving licences, passports, COVID-19 test and 
vaccination certificates, work permits, and educational qualifications.  

 

1.4. Empowering users with consent over their personal data 

A central consideration of designing digital identity is how any approach handles the way in 
which a user is given the sense of controlling access to their personal data, and visibility of how 
their data has been used. The design of digital identification systems by governments and digital 
identity solutions by any provider should consider how they can build the trust of citizens to be 
confident that their personal data is being handled appropriately. Governments are increasingly 
taking steps to regulate trust in digital identification systems and leading the way towards 
implementing policies and solutions to ensure that citizens and businesses are given greater 
transparency over how their data is being shared and used. There are in fact many opportunities 
created by the implementation of digital identity systems and solutions to give people greater 
visibility of how personal data is being used, to meaningfully stay informed, express consent, 
and even manage access to core attributes and credentials should they wish.  

 

1.5. Developing systems and solutions that are trusted and secure 

Identity theft and fraud is a global problem impacting the lives of millions every year. The 
opportunity to address identity fraud and theft is one of the primary reasons why digital identity 
should be seen as a priority. Moving away from multiple passwords and physical documents 
that can easily be lost or stolen adds a significant sense of security and trust to any interaction 
and service. Yet, if designed poorly, digital identity solutions and systems can also cause 
security harms. These include the challenges of fraudulent impersonation using someone else’s 
digital credentials or biometric data, lack of attributes to perform identity matching for 
accessing sensitive services, the active duplication and forging of someone else’s credentials, 
bypassing credentials entirely and forging transactions within services, denying access to a 
legitimate user, and intercepting the credential renewal process; and other forms of denial of 
service.  

Therefore, one of the most important decisions for service providers is understanding and 
defining the appropriate level of identity assurance required to access a given service. Low-level 
identity verification reduces the overhead for users but reduces the mitigation against certain 
risks. A more rigorous approach can harden a service in terms of fraud, criminality or external 
threat but potentially at the reduction of usability and the introduction of complex challenges, 
such as the use of biometric data. 

 

1.6. Developing mechanisms for liability in the event of damages to natural or legal persons 

An important element of the design of a digital identity system is ensuring liability for damages 
caused intentionally or negligently to any natural or legal persons due to a failure to live up to 
agreements and rules associated with the issuance and provision of digital identity solutions 
(e.g. breach of personal data). Individuals must be able to trust that their data are in safe hands, 
and that in the case of a security breach there are accountability mechanisms in place and due 
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compensation for damages to privacy, personal finances, or other complications. Depending on 
the organisations involved, liability can be determined through contractual clauses and terms 
and conditions or via laws and regulations. Clarity over liability and mechanisms to enforce 
liability is necessary both at national level and between countries when agreeing on mutual 
recognition of national digital identity schemes.  

 

Enabler 2: Collaboration and coordination across the digital identity ecosystem 

Identity is relevant for all those who rely on secure identification to provide or access critical 
services. Trusted and portable digital identity is critical for the digital economy and government to 
fully function. Collaboration and coordination between these actors and those providing digital 
identity solutions, attributes, and credentials, is essential.  

2.1. Understanding the actors involved, and collaborating across sectors 

Legacy systems and the political context of a country play an important role in shaping a 
country’s model for digital identity, and thereby identify the main actors in the ecosystem.  

It is important to reflect on the approach taken to governing digital identity - why it exists, and 
how that impacts the ability for digital identity to be easily accessible, sustainable, secure, and 
adopted by the population. Government always plays an essential role in these conversations.  

Sometimes this role focuses on regulating the digital identity ecosystem of a country and 
overseeing non-government actors with obligations under Know Your Customer (KYC) to take 
the lead in delivery. Elsewhere, government takes responsibility for delivering digital identity 
solutions itself. A third model is for countries to have established a collaborative approach with 
government and non-government actors working in partnership to co-develop national digital 
identity programmes. Finally, there are new approaches, such as decentralised identity systems 
or hybrid systems that once implemented could shift the entire landscape in terms of the 
responsibility for development, provision, and oversight.  

There are justifiable reasons why countries have taken these different approaches. In all cases, 
an important consideration is the need for collaborating across the public and private sectors 
to ensure a sustainable approach that empowers citizens and businesses with access to digital 
identity wherever and whenever they want to use it, especially for services that have regulated 
requirements for verifying the identity of the user.  

 

2.2. Developing mechanisms for oversight and enforcement  

An effective national digital identity ecosystem relies on agile governance and accreditation 
bodies with clear purpose, functions and powers both nationally and for cross-border uses such 
as in terms of liability provisions, dispute resolution processes, cost recovery, and enforcement 
mechanisms. At a national level, governance bodies need to exist to certify providers, monitor, 
and act in the case of unlawful use of digital identities and associated solutions, and to regularly 
assess the suitability of certified providers in living up to standards and contractual clauses. For 
cross-border uses, in the event of disputes between two or multiple parties, there needs to be 
governance arrangements in place to solve those processes, to decide on cost recovery, and to 
enforce actions when and where needed.  
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2.3. Engaging in bilateral and multilateral co-operation  

Countries wishing to explore cross-border use of digital identity should collaborate and 
coordinate with other countries through a mix of bilateral and multilateral co-operation 
channels. Active collaboration can help identify cross-border use cases, and the sharing of best 
practices on how to approach the process for such mutual recognition. Once the need for cross-
border portability has been recognised, coordination across legal4, technical, and governance 
arrangements is essential to implement wanted results. There are several cases where bilateral 
co-operation on digital identity is set into effect with the signing of joint declarations or via trade 
agreement negotiations. Multilateral co-operation is ongoing as part of the negotiation of 
regional trade agreements, as part of regional networks and country unions, and via international 
organisations and forums, such as the European Commission, the United Nations, the OECD, 
and the World Bank. 

 

Enabler 3: Sustainable investments in digital identity 

The development of a business case for digital identity and sustainable funding includes justifying 
the reasons for why it is important, and evaluating the costs and benefits for society at large while 
taking into consideration the current situation and system.  

3.1. Understanding the benefits, costs and risks associated with digital identity 

The benefits of digital identity are both short and long-term and depend on the usability, 
performance, and adoption of digital identity solutions and schemes.  

Short term benefits for individuals and organisations may include reduced processing costs for 
identity checking and services, easier compliance with regulatory requirements, less manual 
verification costs, reduction in identity related fraud, and increased user satisfaction.  

Possible long-term benefits may include freed-up workforce and resources, frictionless and 
more secure digital interactions and transactions, and greater mobility of people and services. 
These benefits could result in greater trust, and increased reputation of service providers (both 
public and private sector), simplified trade, job mobility, and enhanced productivity leading to 
greater well-being and growth.  

Aside from the benefits there are notable costs associated with digital identity systems which 
can be separated into initial investments and running costs. Initial investments are costs 
associated with the governance, legal, and technical set-up as well as the initial migration from 
legacy to new systems. Running costs include costs related to the governance, legal, and 
technical maintenance and oversight, such as execution oversight, security updates, and 
auditing of legal conformity. It also includes costs related to encouraging adoption and 
performing the individual integration of service providers; the identity proofing of end-users; and 
the “consumption” of individual authentications and signatures. In the event of privacy or 
security breaches it could imply significant financial and reputational costs for multiple actors 
in the ecosystem as well as lead to additional security risks and damages to society, 
organisations, and individuals.  

3.2. Securing sustainable funding 

 
4 See the OECD Recommendation on International Regulatory Co-operation to Tackle Global Challenges [OECD/LEGAL/0475] 
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The ongoing funding for domestic digital identity programmes and individual solutions is 
connected to the overall national approach to governing digital identity, including roles and 
responsibilities for delivery.  

Building the foundations for digital identity requires investment from governments in the legal 
and organisational set-up and creation of the necessary identity management infrastructure. 
This includes the provision of authoritative identity attributes and credentials, which can support 
more trusted identity proofing, as the basis for authentication and signature solutions provided 
by any provider, including the private sector. 

Once in operation, digital identity solutions need sustainable operational funding. This may be 
provided by the public or private sector, or a mix by the two. For digital identity solution providers 
these costs reflect the need to maintain, secure, and improve the digital identity ecosystem as 
necessary and in response to any emerging opportunities. These are in addition to the costs 
associated with maintaining the governance functions of oversight, enforcement, and 
international collaboration. 

One approach to meeting these funding needs is from central government funding as a core 
commitment to providing digital identity as part of a country’s infrastructure. Alternatively, 
service providers may be charged fees per authentication and signature, or annual maintenance 
costs. For end-users their personal overheads may include the cost of for purchasing physical 
tokens such as eID cards, or the necessary consumables such as SIM cards or mobile devices 
in order to enrol.  

 

3.3. Monitoring and evaluating performance  

To justify investments, assess impact, and make necessary improvements to digital identity 
policies and regulations, countries should monitor and evaluate digital identity performance, 
including but not limited to security, adoption (by end-users and service providers), and user 
satisfaction.  

Relevant actors of the digital identity ecosystem should aim at collecting and sharing relevant 
timely data for measuring digital identity performance and its impact. Countries should integrate 
into legislative proposals requirements for data to be collected and for such be used to data to 
evaluate the performance of digital identity in line with previously defined targets, and assess 
the social, economic and environmental impact of digital identity. Proactively publishing 
performance data and statistics as open data can allow stakeholders at the national and 
international level to achieve real-time monitoring of impact. 

 

Enabler 4: A regulatory framework for digital identity that is fit for purpose 

A comprehensive regulatory framework with regulations, laws, and other instruments that is fit-for-
purpose is essential for securing wide access to digital identification for individuals and businesses, 
and to answer to the multiple needs of services and service providers across sectors and borders. 

4.1. Developing an effective regulatory framework that answers to the multiple needs of both natural 
and legal persons 

The benefits of digital identity for end-users are not limited to natural persons. Legal persons 
and the natural persons representing them have similar needs to prove their identity and verify 
that they are eligible to perform actions and access services on behalf of the legal person in 
question. The relevance of legal persons being able to access services and interact online 
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thanks to digital identification and the sharing of digital attributes and credentials is applicable 
also to cross-border scenarios. For natural persons, there are scenarios also in which they need 
to perform transactions and interaction on behalf of another natural person that requires 
identification, such as legal guardians of children and the elderly. Developing a regulatory 
framework that is effective in addressing these multiple needs, yet flexible enough and future 
proof is important, and would benefit from considering the use of regulatory experimentation 
and agile regulatory governance.5  

 

4.2. Regulating information sharing, the right to privacy and consent, and security considerations 

Reviewing and revising information sharing laws in the digital age will be pivotal to maintaining 
relevant regulations are fit for contemporary purposes. The processing of personal data and 
information associated with the use of a digital identity must have a legal basis. In looking 
further ahead, existing information sharing and privacy laws might need to be revisited further 
to provide for greater empowerment of natural persons in being able to - if they so wish - take 
greater control over the sharing of their personal data associated with the use of a digital 
identity. In addition to information sharing and privacy, digital security is vital for digital identity 
development and countries need to establish a comprehensive legal framework and processes 
for ensuring that a digital identity, irrespective of who is the provider, cannot be easily 
compromised or misused for malicious reasons. To enable the trustworthy adoption of digital 
identity and allow for elevating the standards of digital identity around the world, it is non-
negotiable for security to be prioritised. 

 

4.3. Monitor regulatory compliance 

Ensuring oversight and monitoring compliance with regulations for digital identification is 
essential to promote trust in digital identity systems, including aspects of security, privacy, and 
liability in case something goes wrong. Countries should establish mechanisms to effectively 
monitor compliance of trust service providers and organisations that issue and attest digital 
attributes and credentials, and define processes for enforcing liability and compliance also in 
cross-border scenarios.  

  

 
5 See the OECD Recommendation on Agile Regulatory Governance for Harnessing Innovation 
https://www.oecd.org/mcm/Recommendation-for-Agile-Regulatory-Governance-to-Harness-Innovation.pdf  
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4.3. Promoting international regulatory co-operation and legal interoperability across borders 

For countries to engage in cross-border mutual recognition of digital identities, legal 
interoperability remains one of the major obstacles. Legal interoperability can be defined as the 
ability of different legal frameworks, policies and strategies to work together, including across 
borders and jurisdictions.6 As recognised in the OECD Recommendation on International 
Regulatory Co-operation to Tackle Global Challenges [OECD/LEGAL/0475] “international 
regulatory co-operation plays an important role in bridging the gap between domestic laws and 
regulations and the increasing international dimension of issues that those laws and regulations 
aim to address.” Regulations and laws affecting digital identity, including across borders, 
include those on information sharing, trust services, data privacy, and digital security. There 
needs to be comparable protection of digital identities and data attached to them afforded by 
each country’s respective legal frameworks, or the recognition of their legal and regulatory 
effects, whether accorded autonomously or by mutual agreement. As countries seek to develop 
or revisit their legal frameworks for digital identity, interoperability and consistency with other 
countries should be a priority. 

 
6 See the definition of legal interoperability by the National Interoperability Framework Observatory of the European Commission 
https://joinup.ec.europa.eu/collection/nifo-national-interoperability-framework-observatory/glossary/term/legal-interoperability  



 

   
 

 


