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This report is based on a Survey undertaken by the OECD on behalf of the G20 Indonesian Presidency. 
The opinions expressed and arguments employed are those of the authors and do not represent the 
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1. INTRODUCTION 
As part of the Indonesian G20 Presidency Digital Economy Working Group’s (DEWG) Priority Issue 3 
on Data Free Flow with Trust (DFFT) and Cross-Border Data Flows (CBDF), G20 members will discuss 
ways to promote a holistic and coherent approach to data governance, including for data access and 
sharing, domestically, and across borders.  

In support to these discussions, the Presidency, in collaboration with the Organisation for Economic 
Co-operation and Development (OECD), has circulated a short questionnaire to take stock of existing 
approaches by G20 members to facilitating access to and sharing of data across sectors and 
jurisdictions. The aim is to identify common approaches to data governance in the G20 with a view to 
working “towards identifying commonalities, complementarities and elements of convergence 
between existing regulatory approaches and instruments enabling data to flow with trust, in order to 
foster future interoperability.”1 This report offers is a summary of the results of this exercise. 

 

2. SUMMARY OF RESULTS 
The questionnaire was launched on 4 June 2022 and distributed by the Indonesian Presidency through 
an online response form. As of 22 August 2022, it had garnered 21 responses, 18 of which were G20 
members, with one duplicate from a non-G20 economy, resulting in 20 total respondents in the 
summary analysis. 

The results summarized below convey the responses provided by G20 members and partner 
economies, and do not represent the views of the OECD. Not all questions posed in the survey were 
required to be completed, though for the most part, countries provided answers to all questions. 

2.1. Identifying commonalities in approaches to data transfers 

The first part of the questionnaire (Questions 2-8) was framed in the context of the work 
Mapping commonalities in regulatory approaches to cross-border data transfers, which was 
discussed during the Italian G20 Presidency and identified 4 broad instruments for facilitating 
cross-border data transfers. These include unilateral approaches, plurilateral arrangements, 
trade agreements and standards, and technology initiatives.  

Unilateral mechanisms  

Unilateral mechanisms enable the transfer of certain types of data to countries outside the 
domestic territory under certain conditions. They include the use of ‘open safeguards’ referring 
to ex-post accountability principles, contracts and private sector adequacy, as well as ‘pre-
authorised safeguards’ such as public adequacy decisions, standard contractual clauses, or 
binding corporate rules. These transfer mechanisms are largely developed in the context of 
transfers of personal data. 

The results of the questionnaire show that respondents were relatively evenly split across 
different instruments within this category (Figure 1). Nevertheless, private contractual 
safeguards were most cited but very closely followed by ex-post accountability, pre-defined 
safeguards, certification schemes and public adequacy. Importantly, most surveyed countries 

 
1 G20 Rome Leaders’ Declaration (2021).  
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reported having at least one unilateral instrument and, on average countries had three different 
types of unilateral instruments.  

 

 
Note: y-axis identifies number of responses 

 
Figure 1: What unilateral regulatory instruments are in place in your country to enable data 

transfers, while ensuring that the rights of individuals and organizations are protected? 
 

Plurilateral arrangements  

Plurilateral arrangements generate consensus around the transfer of specific types of data, 
again largely in the context of personal data. The most well-known examples are the OECD 
Privacy Guidelines, the Asia-Pacific Economic Cooperation (APEC) Cross-Border Privacy 
Rules (CBPR) System or the Council of Europe (CoE)’s Convention 108+.2 There are many 
different approaches within this category, with different levels of enforceability. 

Out of the 20 responses received 18 (90%) claimed to be party to at least one plurilateral 
arrangement. When asked to list these (Figure 2) the OECD Privacy Guidelines appear as the 
most mentioned, followed by CoE Convention 108+ and the APEC CBPR. But there are also 
references to processes and/or discussions under the G7 digital and trade tracks as well as the 
Global Privacy Assembly (GPA). Overall, there were 38 instruments or initiatives listed by 
participants (see list in Annex I). Plurilateral agreements vary widely in scope, reflecting bilateral, 
regional, or issue-specific arrangements. This could be a contributing factor for the large 
number and mix of multilateral, plurilateral, and regional initiatives provided in the survey.  

 

 

 

 

 

 

 
2 Other examples of plurilateral arrangements might also include Interpol’s Rules on the Processing of Data (RDP). These provide a framework 
for sharing data between 194 countries through the use of specific information systems.  
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Note: y-axis identifies number of mentions 
 

Figure 2: List the plurilateral arrangement(s) your country is party to 
 

Trade agreements and partnerships  

Trade agreements and partnerships are increasingly addressing issues around data flows in the 
context of both personal and non-personal data. The depth of rules varies from one agreement 
to another, with varying degrees of binding and exemptions. Trade agreements combine rules 
on cross-border data flows with provisions on issues such as personal information and/or 
consumer protection.  

Figure 3: Do you have data flow provisions in your trade agreements? 
 

Out of the 20 responses received 80% (16 respondents) had data flow provisions in their trade 
agreements (Figure 3) which include the EU-UK Trade and Cooperation Agreement, Mercosur, 
the Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP), the 
Regional Comprehensive Economic Partnership Agreement (RCEP), the Pacific Alliance, 
USMCA/CUSMA, as well as agreements like the Singapore-Australia Digital Economy 
Agreement, the ASEAN-Australia-New Zealand Free Trade Agreement, the India-UAE 
Comprehensive Economic Partnership Agreement, and a number of additional bilateral and 
plurilateral trade agreements and partnership agreements. Overall, there were 17 different 
agreements currently in place identified. 
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Standards and technology-driven initiatives to enable cross-border data flows  

Increasingly, data-flows are being discussed in the context of standards and technology-driven 
initiatives. This comprises initiatives by non-governmental actors and includes the use of 
International Organisation for Standardization (ISO) standards or privacy enhancing 
technologies (PET), such as cryptography technologies or data sandboxes, which enable access 
to data within controlled environments. 

Responses in this area were vary varied, see Annex table 2. They included references to a range 
of privacy enhancing technologies (as listed above) and sandboxes as well as a range of ISO 
standards. Overall, respondents listed over 50 different instruments in this category. 

 

What issues does the G20 find as most promising for continued discussions on interoperability? 

When asked about the most promising issues for discussions under the DEWG, respondents 
identified four main categories (Figure 6). The first is continued discussions under enhanced 
cooperation between privacy authorities, second were discussions on the use of international 
or regional model contract clauses, third adequacy decisions and fourth discussions under 
existing plurilateral arrangements. Following these, respondents saw trade agreements as less 
promising for discussions under the DEWG.  

 
 

Note: x-axis identifies number of mentions multiplied by 10 when first choice, 8 when second choice, 
6 when third choice, 4 when fourth choice and 2 when fifth choice. This gives a progressively lower 
weight to answers ranked lower. 
 

Figure 6: What issues do you consider most promising for continued discussions on 
interoperability by the DEWG? 

 

Identifying existing approaches to facilitating access to and sharing of data 

The second part of the questionnaire (Questions 9-14) was based on elements of the OECD 
Recommendation on Enhancing Access to and Sharing of Data (EASD), the first set of principles 
and policy guidance agreed by OECD and partner governments on how they can maximise the 
cross-sectoral benefits of all types of data – personal, non-personal, open, proprietary, public, 
and private – while protecting the rights of individuals and organisations. The EASD could offer 
the G20 a model for identifying areas where data could be shared outside of the frame of DFFT, 
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CBDF and the trade-oriented DEWG discussions on data governance. To this end, it provides 
guidance that could help advance a common understanding towards targeted common 
technical standards and interoperability. 
 
Common technical standards for data format and data models  

Government action may be needed where the lack of common standards – or the proliferation 
of incompatible standards – for data format (syntax) and data models (semantics) present a 
barrier to data access, sharing, and re-use. This may include increasing awareness about 
existing standards that exacerbate this challenge. The EASD Recommendation calls on 
Adherents to assess and, whenever possible, promote the development and adoption of 
interoperable specifications for effective data access, sharing, and use, including common 
standards for data formats and models. It also calls on data quality standards to be defined, 
and for relevant information on data quality to be provided in regards to the original context of 
data collection and use. This information should be made available together with meta-data, 
which are crucial to create, discover, and access data of good quality. 

Out of the 20 responses received, 90% (18 respondents) of governments informed that they are 
actively working to promote the development and adoption of common technical standards for 
data format and data models (Figure 7) out of which 12 respondents already have initiatives in 
place to promote the adoption of such technical standards. Most of these initiatives in place 
aim to enhance data interoperability, but specific ways in which governments are approaching 
this issue are varied, including through international and cross-border arrangements, regulations 
and frameworks, procurement requirements, voluntary guidelines, open data, and capacity-
building initiatives. See Annex Table 3.  

 
Figure 7: Is your government actively working to promote the development and adoption of 

common technical standards for data format and data models? 
 

Incentivising access to and sharing of data  

Substantial investments are often required to collect data, to enable data sharing and re-use, 
and to secure the sustainability of data access, sharing, and re-use. This may not only include 
the cost required to assure that the data meets the quality requirements (e.g. cost for data 
cleaning and data curation). Additional investments are also needed to secure the engagement 
of all relevant stakeholders, including for the complementary assets such as data-related skills 
and infrastructures, which are needed as discussed above. Means to safeguard returns on 
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investments and other monetary and non-monetary reward mechanisms are needed to further 
incentive investments in data and data sharing. 

 
Figure 8: Does your country have specific measures to incentivize data access and sharing, 

and related investments? 

 

Out of the 20 responses received, the adoption of policies that encourage, recognise, and reward 
data access and sharing is most frequently cited as means to incentivise data access and 
sharing (60% of respondents), followed by the promotion of market-based approaches to data 
access and sharing (50%) and then the adoption of monetary and non-monetary reward 
mechanisms (20%). Among the ‘other’ measures, interesting examples include initiatives that 
aim to empower consumers by giving them more control rights over their data (i.e. a right to 
data portability) such as the Australian Consumer Data Right (CDR), which enables consumers 
(individuals and businesses) to choose to share data that Australian businesses hold about 
them to derive new benefits and insights.  

 

Pro-actively empowering relevant stakeholders  

Trust plays an essential role in data access, sharing, and re-use across organisations, sectors, 
and jurisdictions. Engaging with communities of stakeholders to understand their respective 
interests and concerns is a major success factor for building trust, in line with ethical values and 
norms such as fairness, human dignity, autonomy, self-determination. In addition, active 
community engagement can help better allocate responsibilities and define acceptable risk 
levels. 

When G20 members and partners were asked about ongoing efforts to pro-actively engage and 
empower stakeholders, the activities most often undertaken include active community 
engagement (85%) and enhanced transparency of data governance arrangements (70%); while 
just over half (55%) reported doing so through data sharing partnerships (including public-
private partnerships) and fewer than half (45%) by engaging trusted third parties that increase 
stakeholders’ agency and control over data, such as personal information management systems 
and data trusts (Figure 9). None of the respondents reported to be doing nothing. 
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Of those who included information on other initiatives, countries reported efforts such as an 
annual Privacy Awareness Week in Australia to highlight the importance of protecting personal 
information; mechanisms and campaigns in Mexico to increase individual control over personal 
data and to manage personal data responsibly; a Data Governance Standardization 
Collaborative and related Roadmap in Canada to create a more transparent and a more 
collaborative community of standards development; and guidelines that include a checklist 
related to data management in Korea. 

 
Figure 9: Has your country implemented specific measures to empower and pro-actively 
engage all relevant stakeholders to increase the trustworthiness of the data ecosystem? 

 

Elements in overall approaches to ensuring access to and sharing of data  

When asked about a wider set of elements related to data governance (Figure 10), 90% of 
respondents are incorporating measures to ensure the rights of individuals and organisations 
are protected in their overall approach to ensuring access to and sharing of data.  

In addition, 80% (16 respondents) of governments informed that they are working to adopt 
technology-neutral regulatory approaches, and 70% (14 respondents) are implementing specific 
measures to enhance the capacity of all stakeholders to use data effectively and responsibly 
along the data value cycle. To assure the effective sharing and (re-)use of data, governments 
may need to promote the development of data-related skills and competences along the whole 
value cycle of data (including data creation, collection, validation, verification, storage, curation, 
enrichment, processing and analysis, access and sharing, and deletion).  

Similarly, 70% (14 respondents) of governments have put measures in place to enable a more 
strategic and agile approach to data access and sharing by adopting a whole-of-government 
approach with co-ordination at the highest level of government. Only 50% of responding 
governments (8 respondents) indicated that they are currently working to define high-value data 
sets. OECD work indicates that as governments prioritise initiatives to meet specific societal, 
policy, and legal objectives in the public interest, they may need to define high-value datasets to 
effectively and efficiently meet these objectives.  
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Of the G20 countries that provided information on other initiatives, Australia noted that the 
Office of the Australian Information Commissioner promotes and upholds privacy and 
information access rights, including by issuing guidelines and providing training resources. 
Canada informed that it is working to adopt a proportionate (least burdensome, best impact) 
approach that recognizes that small and medium-sized enterprises have an increasingly 
complex regulatory burden, and the efforts to pursue collaborative approaches with industry and 
other jurisdictions to prevent the creation of trade barriers, or barriers to innovation in the cross 
border flow of data. 

 
Figure 10: Does your country incorporate any of the following elements in your overall 

approach to ensuring access to and sharing of data? 
 

2.2. Areas most important for an instrument to facilitate cross-border data flows 

When asked a more general question that takes into consideration the overall environment, 
respondents highlighted two key areas most important. First, ensuring conformity with 
applicable domestic regulations. Second, ensuring that the rights of data stakeholders are 
preserved when data is transferred abroad. One respondent noted that they could not provide 
an answer to this question (which was optional), as all areas are important for promoting data 
free flow with trust.  

 
Figure 11: Can you rank the areas that you find most important for an instrument to facilitate 

cross border data flows? 
 

Note: x-axis identifies number of mentions multiplied by 10 when first choice, 8 when second choice, 6 
when third choice, 4 when fourth choice and 2 when fifth choice. This gives a progressively lower weight 
to answers ranked lower. 

  

0 2 4 6 8 10 12 14 16 18 20

Other

Measures defining high-value data sets

Measures adopting a whole-of-government approach

Measures to enhance the capacity of all stakeholders

Measures to adopt technology-neutral and agile legal and
regulatory environments

Measures to ensure that the rights of individuals and organizations
are protected

0 20 40 60 80 100 120 140 160

Enabling a broader, more open, and more inclusive environment for
cross border data transfers between stakeholders

Increasing the potential for  stakeholders to benefit from data-
driven economic growth

Providing transparency on the treatment of data

Ensuring that the rights of data stakeholders are preserved when
data is transferred abroad

Ensuring conformity with applicable domestic regulations



Stocktaking Existing Data Governance Approaches to 
Identify Common Values for Data Free Flow with Trust 
and Cross-Border Data Flows in the G20 
Priority Issue 3 – Data Free Flow with Trust and Cross-Border 
Data Flows  

13 
 

ANNEX TABLE 1 
 

Plurilateral Arrangements Number of 
mentions 

The OECD Privacy Guidelines  12 

Convention 108 11 

The APEC CBPR 5 

OECD - CDEP 2 

G7 Digital Track 2 

G7 Trade Track  2 

Iberoamerican Data Protection Network (RIPDP) 2 

Global Privacy Assemble (GPA) resolutions 2 

JSI on e-commerce 2 

G20 Osaka Leaders declaration 2 

G20 Digital Economy Working Group discussions 2 

The efforts in OECD/CDEP including the discussion about development of high-level principles on government 
access to personal data held by the private sector 

1 

The Global Cross-Border Privacy Rules Forum 1 

Convention Malabo (African Union) 1 

Acte additionnel CEDEAO (ECOWAS) 1 

Global Privacy Enforcement Network (GPEN) 1 

Second Additional Protocol to the Budapest Convention on Enhanced Co-operation and Disclosure of Electronic 
Evidence 

1 

Multilateral Convention on Mutual Administrative Assistance 1 

CRS Multilateral Competent Authority Agreement (MCAA) 1 

CbC Multilateral Competent Authority Agreement (MCAA) 1 

Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data 1 

Additional Protocol to the Convention for the Protection of Individuals with regard to Automatic Processing of 
Personal Data 

1 

“The Arrangements for implementation of union financial assistance to the Republic of Turkey under the 
instrument for pre-accession assistance (IPAII)” Title II and III 

1 

“NATO Defence Innovation Accelerator For The North Atlantic” 1 

DIANA Location of Regional Offices and Initial Footprint of Affiliated Elements 1 

G20 Ministerial Statement on Trade and the Digital Economy 1 

G20 Riyadh Leaders’ Declaration 1 

G20 Rome Leaders’ Declaration 1 

OECD Ministerial  Declaration on the Digital Economy 1 

OECD Recommendation on Enhancing Access to and Sharing of Data (EASD) 1 

EU (e.g. European eHealth Network – eHN) 1 

Data Security Cooperation Initiative of China + Central Asia 1 

Initiative on Building ASEAN-China Partnership on Digital Economy 1 

ASEAN PDP/Model Contractual Clause 1 

Regional Comprehensive Economic Partnership Agreement (RCEP) 1 

ASEAN Australia New Zealand Free Trade Area (AANZFTA) 1 

Global Cross-Border Privacy Rules Forum: Global Cross-Border Privacy Rules Declaration | U.S. Department of 
Commerce https://www.commerce.gov/global-cross-border-privacy-rules-declaration 

1 
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ANNEX TABLE 2 
 

Standards and technology-driven initiatives 

e-ID national and regional 

interoperability of information systems 

GAIA-X 

Privacy enhancing technologies 

ISO standards 

Sandboxes 

AAIP Resolution 18/2015 - “Privacy Best Practices Guide for Applications Development”. 

AAIP Resolution 47/2018 – “Recommended security measures for the treatment and conservation of Personal Data in 
computerized media” 

AAIP Resolution 40/2018 – “Model Personal Data Protection Policy for Public Organizations” 

ISO 27000 series 

ISO 27000:2018 Information technology — Security techniques — Information security management systems — Overview and 
vocabulary 

ISO/IEC 27001:2013, Information Technology – Security techniques – Information security management systems – 
Requirements 

ISO/IEC 27002:2022, Information Security, cybersecurity and privacy protection – Information security controls 

ISO/IEC 27005:2018, Information Technology – Security techniques – Information security risk management 

ISO/IEC 27006:2015, Information Technology – Security techniques – Requirements for bodies providing audit and certification 
of information security management systems 

ISO/IEC TS 27008:2019, Information Technology – Security techniques – Guidelines for the assessment of information security 
controls 

ISO/IEC 29100:2011 Information technology – Security techniques – Privacy framework 

ISO/IEC 20000-1:2018 Information Technology – Service management -Part 1: Service management system requirements 

ISO 22301:2019 Security and resilience – Business continuity management systems – Requirements 

ISO/IEC 31000:2018, Risk management –Guidelines 

ISO GUIDE 73, Risk management - Vocabulary 

ISO 9000:2015, Quality management systems – Fundamentals and vocabulary 

ISO 9001:2015, Quality management systems — Requirements 

BS 10012:2017 Data Protection – Specification for a personal information management system 

ISO/IEC 27018:2019 Information technology — Security techniques — Code of practice for protection of personally identifiable 
information (PII) in public clouds acting as PII processors 

ISO/IEC 27701:2019 Security techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy information management 
— Requirements and guidelines 

NIST Privacy Framework 

OECD Guidelines for Security of Information Systems and Networks Towards a Culture of Security 

OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data 

Generally Accepted Privacy Principles (GAPP) form American Institute of CPAs 

Control Objectives for Information and Related Technology (COBIT 5) 
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Standards and technology-driven initiatives 

PCI DSS, Payment Card Industry Data Security Standard 

HIPAA, Health Insurance Portability and Accountability Act 

SOX, Sarbanes-Oxley Act of 2002 

ITIL, Information Technology Infrastructure Library 

The Open Web Application Security Project (OWASP) 

Cloud Security Alliance Cloud Controls Matrix (CCM) 

ISO 9001:2015 

Data Management and Personal Data Protection Standards and Regulations (i.e. Directive 95/46/EC on the protection of 
individuals with regard to the processing of personal data and on the free movement of such data) 

Standards on Blockchain Technologies (i.e. 2140 IEEE Standards on Cryptocurrency, 2144 IEEE Standard for Framework of 
Blockchain-based Internet of Things (IoT) Data Management, Standards #2142, 2143, 2418, 3801 etc.) 

Standards on Big Data and Cloud Systems (i.e. ISO/IEC 20546:2019(en) Information technology — Big data — Overview and 
vocabulary, ISO/IEC TR 20547 Series of standards for big data reference architecture, ISO 27017, ISO 27018, General Data 
Protection Regulation (GDPR) etc.) 

ICAO Standards, Standards on National Electronic Identity Verification Systems 

AQAP-Allied Quality Assurance Publications 

AQAP 2110 NATO Qualıty Assurance Requırements For Desıgn, Development And Productıon 

AQAP 2210 NATO Supplementary Software. Qualıty Assurance Requırements. 

IDS standard for international data spaces, SIRI, NETEX 

Fully homomorphic encryption, where encryption occurs prior to sharing in a manner that enables data analysis without 
decoding the encryption 

Differential privacy, where noisy data is introduced to intentionally adulterate a dataset, to protect the original data from being 
reverse-engineered 

Functional encryption, where approved users are given a unique key to access parts and not all of the encrypted data 

Federated analysis, where insights from data analytics are shared without sharing the data 

Zero-knowledge proofs, where users are able to algorithmically prove knowledge of data without revealing data 

Secure multiparty computation, where no single party has access to the full set of data as it is being computed and spread 
separately by multiple parties 

Privacy enhancing Technologies, including encryption and anonymization standards including efforts of the Canadian 
Anonymization Network: https://deidentify.ca/ 

Responsible design, development, deployment and use of automated decision making and AI systems include Risk 
Management Frameworks being standardized in both technical and private standard initiatives.  These include tools for 
mitigating the risk of biased AI output. Including technical and private standard initiatives to improve specific data processing 
functions, such as facial recognition and search. Examples include: https://beta.openai.com, https://www.datatilsynet.no/en, 
https://aif360.mybluemix.net, https://www.microsoft.com/en-us/ai/responsible-ai-resources, https://developer.ibm.com/  

Transparency and labelling for a variety of digital products (goods and services) that can be deployed at scale on the global 
Internet. Includes software (https://sbom.rkvst.io/publicsboms), Internet connected devices 
(https://datatracker.ietf.org/doc/draft-ietf-asdf-sdf/) 

Other initiatives of the Standards Council of Canada (SCC) seek to identify opportunities for further collaboration, including 
MoUs with other standards organizations, and multi-stakeholder efforts on specific areas of standardization relating to data 
flows: including the Digital Governance Standardization Collaborative (DGSC).  

OpenAPI Specification and JSON Schema allows to design and communicate interoperable API interactions and data schemas. 
Italy provides machine-readable technical rules to support API interoperability; 

The HTTP Protocol has recently been reorganized to better isolate the protocol logic (the semantic, RFC9110) from the 
messaging part (HTTP/1.1, HTTP/2, HTTP/3). The Oblivious HTTP is a protocol based on specific components providing further 
Privacy guarantees 
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Standards and technology-driven initiatives 

The OAuth IETF workgroup produces specifications useful for Authorization management 

Digest fields I-D supports message Integrity and Message signatures supports Authentication of Origin. Both can be used as 
building blocks for adding trust features in cross-border flows.  

Regolamento recante i livelli minimi di sicurezza, capacità elaborativa, risparmio energetico e affidabilità delle infrastrutture 
digitali per la PA e le caratteristiche di qualità, sicurezza, performance e scalabilità, portabilità dei servizi cloud per la pubblica 
amministrazione, le modalità di migrazione nonché le modalità di qualificazione dei servizi cloud per la pubblica 
amministrazione 

SNI ISO/IEC 27001:2013 focuses on standard initiatives that promote the following sectors: a.  Information technology; b. 
Security engineering ; and c. Information security management system. 

The Indonesian government also has the SNI ISO/IEC 27701:2019, which has been recommended by the National 
Standardization Agency of Indonesia as the standard initiative for Security Engineering. Then, the Extension of ISO/IEC 27001 
and ISO/IEC 27002 focuses on providing requirements and guidelines for privacy information management. 

IS 17428 (BIS) 
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ANNEX TABLE 3 
 

Government efforts to promote the development and adoption of common technical standards 
for data format and data models. 

Argentina: AAIP Rule 60/2016 - “National regulation on model contractual clauses for cross-border data flow” 

Recommendations for the processing of personal data through cloud computing services (RIPDP) 

General Recommendations for the Processing of Personal Data in Artificial Intelligence (RIPDP) 

Australia: The ASEAN-Australia Digital Trade Standards Initiative provides a framework for Australia and ASEAN 
countries to cooperate in developing, adopting and using international standards that promote digital trade and 
support inclusive economic growth in the region. Inclusive in this work are data standards. However, from a privacy 
perspective, we are not aware of any work currently underway or planned to promote the development/adoption of 
common technical standards for data formats and data models. 

Brazil: The National Data Protection Authority (ANPD) is following ongoing actions involving the enactment of 
specific regulations, on the topics "rights of personal data subjects" and "international transfer of personal data" 
within the OECD EASD Recommendation. However, recognizing the value of the cross-border flow of data for 
economic and social development,  there is a concern, from ANPD’s perspective, to guarantee the free flow, with 
confidence, legal certainty and respect for the rights of data subjects, restricting it only in cases where an adequate 
level of protection is not provided, which is in line with the OECD Recommendation. The process of regulating both 
standards has already begun. 

The national General Law on Data Protection (LGPD) has specific provisions regarding interoperability and data 
sharing, such as the rights of the holder to access (art. 9 c/c, 18, II) and portability (art. 18, V) and the obligation of 
the Public Power to keep data in an interoperable and structured format for shared use, with a view to implementing 
public policies, providing public services, decentralizing public activity and disseminating and accessing information 
by the general public (art. 25). The art. 30 of LGPD establishes the possibility for ANPD to provide complementary 
rules for communication activities and the share use of personal data. Similarly, art. 40 provides that the ANPD may 
provide for interoperability standards for portability, free access to data and security. 

Canada: Details are provided in the Data Governance Standards Collaborative and the DGSC Roadmap. Canadian 
Data Governance Standardization Roadmap | Standards Council of Canada - Conseil canadien des normes (scc.ca) 
Related efforts, including training and stakeholder engagement, are also a part of the Standards Council of Canada 
(SCC) focus area of Data Governance. 

European Commission: The Commission is supporting the creation of EU-wide, interoperable common European 
data spaces in strategic sectors or areas of public interest. In such data spaces, participants are encouraged to use 
common technical data infrastructure as building blocks to allow data spaces to be built in an efficient and 
coordinated manner. Furthermore, to avoid fragmentation, data spaces can develop standards to favour 
interoperability and interconnection, progressively leading to the single EU data space.  

To support the deployment and governance of common European data spaces, the Commission will fund the setting 
up and operation of a Data Spaces Support Centre (under the DIGITAL Work Programme). One of the tasks of the 
Support Centre will be to provide necessary technical expertise on data formats, data models, but also other 
standards that facilitate data sharing, such as identification, authentication standards and standards for encoding 
permissions and consent in machine-readable format. We expect the Support Centre in this context to take account 
of on-going work not only in the context of Gaia-X, but also by other stakeholders such as the Finnish innovation 
fund Sitra.  

The Commission will also procure and offer a technical solution - an open-source, smart cloud-to-edge middleware 
platform - in order to pool existing data infrastructures and thereby enable the realization of the European cloud 
federation. 
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Government efforts to promote the development and adoption of common technical standards for data format and 
data models. 

Germany: 

GAIA-X 
European Data Spaces such as Mobility Data Space and Health Data Space (EHDS) 

European Open Science Cloud (EOSC) and National Research Data Infrastructure as corresponding national initiative 

Data ActEuropean eHealth Network (eHN) 

National, legal initiatives (e.g.: §394a SGB V with Gesundheits- IT -Interoperabilitäts-Governance-Verordnung (GIGV)) 
that come together with a coordination office, an expert committee and a knowledge platform for interoperability in 
healthcare Establishing an own Data Governance that fosters with fostering the use of a data catalogue 

Indonesia: Currently, the MCI does not refer to specific standards, but we encourage businesses to ensure the 
security and reliability of electronic-based systems/services (PP 71/2019) by implementing adequate governance 
and preparing mechanisms/steps that can help businesses comply with existing regulations. 

India: Data Governance Framework 

Italy: The Italian government publishes the National Guidelines for the Enhancement of the access and sharing of 
Public Sector Information, which is the reference document for public administrations to make open data available. 
They are defined and updated by the Agency for Digital Italy. The Guidelines were first published in 2014 and are 
periodically updated based on emerging needs. The guidelines define the national DCAT_AP_IT metadata profile 
consistent with the European DCAT-AP (1.1) specification, the identification of an initial set of data quality 
characteristics, and the recommendation of a reference license (CC-BY) for all public administration data. Public 
administration data, both national and local, that meet the guidelines are published in the National Open Data 
Catalog (dati.gov.it). The catalog has the purpose of promoting the reuse of data even for commercial purposes, in 
line with the provisions of Directive  2003/98/EC (PSI Directive) 
Furthermore, the Italian government has allocated 10.7 million euro to fund the development of a National Data 
Catalog for semantic interoperability. The main objective of the Catalog is to provide a one-stop shop for ontologies, 
controlled vocabularies and data schemas in the public sector to facilitate the findability, accessibility, 
interoperability and reusability of national semantic assets. Public bodies will be able to publish their semantic 
assets on the platform, while developers will be able to use them to develop semantically and syntactically 
interoperable digital public services. The National Institute of Statistics is the central public agency in charge of 
developing and maintaining the Catalog.  
National Data Catalog will support the semantic and syntactic interoperability of the e-services and data exchange 
through the National Digital Data Platform (PDND), a central catalog of Application Programming Interfaces (APIs) 
shared across central and local administrations for the interoperability between base registries. Public and private 
entities will be able to use in an authorized and certified way the published APIs (e-services) in compliance with EU 
privacy laws.  
Italy is also participating in the European project of building interoperable common European data spaces in 
strategic sectors or areas of public interest. 

Japan:  The Japanese government provides the Government Interoperability Framework (GIF) as a technical system 
to realize a society where you can utilize and share data more smoothly. Organizing data by GIF makes it possible 
to design data that is scalable and easy to link each other. 
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Government efforts to promote the development and adoption of common technical standards for data format and 
data models. 

Korea: According to Article 28 (Promotion of Standardization) of “Framework Act on Data Industry Promotion and 
Utilization”, enforced on April 20, "The Minister of Science, Technology and ICT shall consult with the Minister of the 
Interior and Safety to ensure data compatibility, in order to promote the combination, transaction and utilization of 
data in products and services, standardization criteria for each of the following items may be prepared and 
announced,” and actively working to promote the development and adoption of common technical standards for 
data formats and data models. 

The Ministry of Interior and Safety (MoIS) sets and executes the open data standards pursuant to Article 23 of the 
Open data Law, and open data standards state that all the public sector organizations should publish data including 
the specified data items defined by disaggregated classification criteria (e.g. For “public toilet data”, the number of 
available toilets should be released with gender and socio-economic tags such as “for men”, “for the disabled”, and 
“for children”, and for “basic-information on construction approval and permit data” should publish geographic data 
and socio-economic feature information such has “City-County-District”, “Zone name”, “purpose of the building”, and 
“area”). When public sector organizations release their open data, they consider the type and characteristics of data 
and manage them in a disaggregated way based on the elements of datasets. 

Mexico: Mexico has worked to promote the interoperability between different privacy and data protection rules, 
through our involvement in the conception and promotion of APEC Cross Border Privacy Rules System (CBPR 
System), as well as the various treaties on the protection of personal data, some of which are mentioned above. For 
Mexico recognizes the importance of bringing the opportunities offered by electronic commerce to organizations 
while enhancing privacy protection. 

Data is a valuable resource in economic growth, this is recognized in both the USMCA and the US-Mexico High Level 
Economic Dialogue which contain commitments that seek to build trust in cross-border data flows. The agreements 
contain provisions for increasing regional and global cooperation in order to establish common ground and create 
specific strategies, such as elaborating guidelines for controllers and processors responsibilities, promoting 
international certifications and encouraging self-regulation schemes based on accountability and best practices. All 
of the above to help organizations develop and adapt their policies, practices and mechanisms so they are aimed at 
meeting high standards in data protection without creating excessive burdens for them. 

Some examples developed by the National Data Protection Authority are the following: 

• Recommendations on security of personal data; 
• Guide to implement a Management System for the Security of Personal Data; 
• Handbook of security of personal data for MSMEs and small organizations; 
• Functional equivalence table between information security standards and the Data Protection Law, Regulations 

and the Recommendations on security of personal data; 
• Recommendations for the handling of personal data security incidents; 
• Guide for self-regulation schemes regarding the protection of personal data. 

Another example is the implementation of the National Digital Platform (PDN, abbreviation in Spanish) of the 
National Anticorruption System (SNA, abbreviation in Spanish), an intelligence instrument that aims to eliminate 
information barriers so that public data is comparable, accessible and usable in order to combat any act of 
corruption. The development of the PDN considers six systems that integrate strategic data for the fight against 
corruption, contemplated in the General Law of the National Anticorruption System, where the various electronic 
systems that have data and information necessary for the competent authorities to have information are integrated 
and connected access to them. 

The foregoing, in accordance with the Interoperability and Open Data Scheme of the Federal Public Administration 
(Esquema de Interoperabilidad y de Datos Abiertos de la Administración Pública Federal, in Spanish) published in 
the Official Gazette of the Federation on September 6, 2011, ensuring: governance interoperability; organizational 
interoperability; semantic interoperability, and technical interoperability, through open standards. 

 

 

 

Likewise, it should be noted that, in accordance with the provisions of the Organic Law of the Federal Public 
Administration (Ley Orgánica de la Administración Pública Federal, in Spanish), the Federal Executive branch has 
the authority to define the policies of the Federal Government in the areas of information technology, information 
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Government efforts to promote the development and adoption of common technical standards for data format and 
data models. 
technology, communication and digital government, task delegated to the National Digital Strategy Coordination 
(CEDN, in Spanish). The CEDN is a Technical Support Unit of the Office of the Presidency of the Republic, with powers 
to issue administrative provisions, manuals, guides, instructions and other similar instruments for the development 
of its functions, as well as to prepare and coordinate the National Digital Strategy, monitor and evaluate it; needs the 
dependencies and entities of the Federal Public Administration (APF) the necessary information for the development 
of its functions, as well as to participate in coordination with the relevant dependencies and e [author’s note: the rest 
of submission was omitted]. 

Russia: New data depersonalization methods, which could facilitate, for example, the exchange of data and its 
safety, are being tested 

Türkiye: Establishing and developing standards within digital capability and maturity, e-government applications, 
blockchain, cryptocurrencies, information and cyber security, national electronic identity verification and digital 
passport systems etc. 

United Kingdom: The Data Standards Authority (DSA) has been established to coordinate cross-government work 
on data standards that support data interoperability including those that relate to syntax and semantics. The DSA 
Strategy was published in December 2021 that sets out how the DSA will take this work forward. The DSA also runs 
the government API programme, including publishing technical standards for the production of APIs across 
government to enable consistent data formats. 

United States: For example, as part of the Federal Data Strategy, the U.S. government seeks to “adopt or adapt, 
create as needed, and implement data standards within relevant communities of interest to maximize data quality 
and facilitate use, access, sharing, and interoperability.” For example, initiatives have been included to improve 
financial management data standards; and to integrate geospatial data practices into the federal data enterprise. It 
has created a data standards repository website to accelerate the creation and adoption of data standards across 
federal agencies. It provides information about different types of existing standards of all types (e.g., metadata, 
content, classification), including policies related to using voluntary consensus standards, information about 
standards-developing organizations and communities of practices inside and outside of government, and a catalog 
of data standards already in use by the Federal Government. 

https://resources.data.gov/standards/ U.S. Government policy is to use voluntary, consensus standards in lieu of 
government-unique standards except where inconsistent with law or otherwise impractical. See, e.g. OMB Circular 
A-119.1 This approach not only decreases costs to the government but provides incentives and opportunities to 
establish standards that serve national needs. 

Data.gov uses the Project Open Data Metadata Schema guidelines that rely on DCAT schemas a hierarchical 
vocabulary specific to datasets 



 

 

 


