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OVERVIEW 
 

This document contains three separate reports, relevant to the deliverable “Multistakeholder dialogue 
on identifying measures to facilitate the different levels of understanding of data governance”, which is 
the third priority issue: Data Free Flow with Trust and Cross-Border Data Flows (DFFT and CBDF), of the 
G20 DEWG during the Indonesian Presidency.  
 
The first report is titled “Key Takeaways: Workshop on the Identification of Measures in Balancing 
Interest of Multistakeholder on Cross-Border Data Flow”. This report was written in collaboration with 
the Organisation of Economic Co-operations and Development (OECD) and the Ministry of 
Communications and Informatics of the Republic of Indonesia (MCI) as the event organizer. The 
purpose of said document is to recap and highlight key points that were pertinent to the discussion 
held during the workshop held in Labuan Bajo on 22 July 2022. The key takeaways from the workshop 
are deemed useful for further discussion on data governance in relation to DFFT and CBDF.  
 
The second report is titled “Results of the Survey on G20 Members’ Regulations of Cross-Border Data 
Flows and Data Free Flow with Trust”. This report was prepared by the United Nations Conference on 
Trade and Development (UNCTAD). G20 Members responded to the UNCTAD survey regarding the 
various national regulations of Cross-Border Data Flows and Data Free Flow with Trust. The findings of 
this report were presented during the workshop in Labuan Bajo to spark discussion in the 
multistakeholder dialogue.  
 
The third section is a collection of background notes that were formulated by OECD to provide greater 
clarification on the discussion regarding the third priority issue. These background notes were 
circulated to all members of the G20 prior to the multistakeholder dialogue.  
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INTRODUCTION 
In today’s digitalized and globally-interconnected world, data has become the lifeblood of economic 
and social interactions. However, the pervasive exchange of data, including across borders, has fuelled 
concerns about the use and, especially the misuse of data, amplifying concerns about privacy 
protection, digital security, intellectual property protection, regulatory reach, competition policy, and 
industrial policy. This is especially the case in the context of data crossing different jurisdictions.  

Under the auspices of G20, data free flow with trust (DFFT) and cross-border data flows (CBDF) have 
been part of discussions for a number of years. In 2019 under the ‘Osaka Track’ during Japan’s 
Presidency, the term “Data Free Flow with Trust” was coined, and Leaders expressed a willingness to 
cooperate on these issues. Building on this, G20 Digital Economy Ministers recognized in 2020 the 
value of “identifying commonalities between existing approaches and instruments used to enable data 
to flow across borders with trust.” This issue was then taken up during the Italian Presidency and the 
G20 Rome Declaration where Leaders committed to “continue to further common understanding and 
to work towards identifying commonalities, complementarities, and elements of convergence between 
existing regulatory approaches and instruments enabling data to flow with trust, in order to foster future 
interoperability.” 

The Indonesian G20 Presidency set to continue the discussion in DFFT and CBDF, which aimed to 
facilitate the exchange of views from G20 members on their existing practical and regulatory 
approaches. Over the course of the discussion during DEWG, the multistakeholder discussion was 
organized to gather views and opinions from industry, academicians, and civil society organizations on 
the important elements of DFFT and CBDF.  

The Indonesian G20 Presidency is working alongside our Global Knowledge Partners, UNCTAD and 
OECD, in formulating the G20 Multi-stakeholder Dialogue Report.  

 

DISCUSSION OVERVIEW 
In an effort to build on progress made during the past presidencies and with a view to promoting 
continued dialogue on DFFT and CBDF, the Indonesian G20 Presidency organized a multistakeholder 
discussion bringing together different actors for a Workshop on the Identification of Measures in 
Balancing Interest of Multistakeholder on Cross-Border Data Flow.  

The event was held in Labuan Bajo on 21 July 2022 at the margins of the 3rd DEWG. The Workshop 
provided a more informal setting to facilitate sharing of views across a range of different stakeholder 
considerations. One of the priorities of this event was to discuss how best to operationalize the 
concepts of commonalities, complementarities, and elements of convergence in regulatory approaches 
to data and data flow as a means to help enrich the discussion among members during the course of 
the 4th DEWG meeting.  

The workshop was opened by remarks from the Director General of Application and Informatics of the 
Ministry of Communications and Informatics of the Republic of Indonesia. He principally emphasized 
that the interconnectedness of computer systems and data has made cross-border data flows 
inevitable, requiring governments to enable the flow of data across international borders while 
maintaining appropriate safeguards. He also shared that the concept of CBDF seems to have been 
developed into DFFT, where the element of trust seems pertinent to bridge uncertainties and 
expectations in fostering interoperability for future convergences of frameworks. Continuing remarks 
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from the Director General, the Chair of the DEWG reiterated that the internet, including its data flows 
and governance belongs to everyone. The issues of DFFT and CBDF become all the more pertinent as 
reliance on digitally-driven solutions enables us to address global issues such as supporting post-
COVID-19 recovery and achieving the Sustainable Development Goals.    

To kick off the meeting, the Organisation for Economic Co-operation and Development (OECD), the 
United Nations Conference on Trade and Development (UNCTAD), and Universitas Gadjah Mada 
provided a broad overview of different approaches governments are taking to DFFT and CBDF. 
Presentations highlighted the diversity of approaches across G20 countries, first on the basis of its 
stocktaking exercise by UNCTAD, which emphasized that data is not homogeneous and that there are 
many different categories of data with different definitions and different government bodies with 
regulatory oversight over them. Presenters from the OECD then underscored the value of DFFT and 
CBDF, noting the growing number of regulations in this area (from conditions placed on data transfers 
to data localization). In this evolving environment, governments have been turning to different 
instruments to help ensure that data receives the desired degree of protection or oversight when data 
crosses a border. G20 countries tend to rely on unilateral approaches, plurilateral arrangements, and 
trade agreements to ensure DFFT and CBDF. There are a range of commonalities, complementarities, 
and elements of convergence that can help countries engage in continued dialogue on these issues.  

Participants next heard of different regulatory approaches governments are taking to DFFT-CBDF, 
notably in presentations by the United States and Singapore. The US detailed the new global Cross-
Border Privacy Rules (CBPR) efforts, which aim to extend the Asia Pacific Economic Cooperation 
(APEC) CBPR system to a global audience, while Singapore provided an overview of the Association of 
Southeast Asian Nations (ASEAN) approach, including the ASEAN Model Contract Clauses.  

During the discussion, there was an input from a country that emphasized the importance of protection 
of individual privacy and personal data, bearing in the previous case of reluctance in data sharing with 
foreign partners and corporations. Differentiated view on the risks that come along with it also needs 
to be measured properly to anticipate risks without hindering the possible innovation of privacy and 
personal data. 

In the third and final morning session, participants heard practical examples from the Indonesian 
Ministry of Health on progress made with the COVID-19 application PeduliLindungi, Pulse Lab Jakarta 
on the importance of data, and the International Organization for Standardization (ISO), which 
highlighted the diversity of ISO/International Electrotechnical Commission (IEC) instruments to deal 
with issues related to cross-border data flows and privacy. 

The afternoon session of the workshop offered participants a chance to take stock of the morning 
discussion and to reflect on the following questions:  

● What features should be incorporated in the Data Free Flow with Trust principles to better reflect 
commonalities derived from best practices on Cross-Border Data Flows from G20 Members? 

● How should the notion of Data Free Flow with Trust be defined and conceptualized? What must be 
the key characteristics of such a definition? 

● How can the Government devise policies, strategies, or programs to further address the gap of 
interest in protecting cross-border data?  

● Which stakeholders need to be involved in the process? 



The Workshop of Multistakeholder Dialogue on 
Identifying Measures to Facilitate the Different Levels of 
Understanding of Data Governance 
Priority Issue 3 – Data Free Flow with Trust and Cross-Border 
Data Flows 

 

7 
 

Private sector participants underscored the need for a business environment that allows firms of all 
sizes to grow domestically and in markets across borders. Start-ups have a vision to go global, which 
means that cross-border data flows are crucial to their success. At the same time, regulatory 
transparency, predictability, and efficiency are very important for the private sector, particularly since 
there is a lot of uncertainty around data flow restrictions. One participant noted that international 
standard contractual clauses might be an interesting area of focus for the G20 to pursue to facilitate 
cross-border data flows by identifying models that could provide much-needed certainty.   

In considering a definitional approach to DFFT-CBDF, some participants from the private sector 
stressed the need to look beyond regulations to what the business community and consumers need, 
including the right of consumers to privacy, whereas others contended that the central focus should be 
trust among governments. There was broad agreement that data must be transferred across borders 
in a trustworthy manner, and a renewed call for standard contractual clauses could offer flexibility to 
the business community. Several G20 members recalled the importance of engaging a wide range of 
stakeholders during the entire lifecycle of the regulatory process and the need to take into account 
international frameworks on data governance. 

To close the discussion, the Alternate Chair of DEWG shared that the discussion helped to further 
collaborative efforts in identifying principles that exist across different stakeholders from different 
countries. It provided a better context for the operationalization and approaches to DFFT and CBDF, as 
well as devising future strategies that facilitate data flow activities, which eventually may lead to 
common values in DFFT and CBDF for at least the G20 members. 

 

KEY TAKEAWAYS 
Multi-stakeholder dialogues play a significant role in advancing discussion on data governance, DFFT, 
and CBDF, especially on: i) gathering inputs, perspectives, and experiences on the various 
elements/factors that help all stakeholders perceive the concept of trust and DFFT-CBDF and ii) finding 
solutions to the challenge of improving trust by helping gather and bridge differing approaches as well 
as fostering efforts to build deeper understandings of respective instruments/arrangements.  

Several areas emerged as particularly promising for continued dialogue in the DEWG, many of which 
were already reflected in the OECD's report titled “Stocktaking Existing Data Governance Approaches 
to Identify Common Values for CBDF and DFFT in the G20”, and build on progress made over the last 
three years of G20 discussions on these issues: 

1. Working on commonalities in unilateral instruments: in particular, discussions on whether 
contracts (contractual clauses) can be internationalized (“International” Model Contract Clauses). 
Commonalities between existing instruments of G20 members are high, providing a strong 
foundation to foster DFFT and CBDF operationalization. 

2. Working on convergence by seeking to grow membership of existing plurilateral arrangements, 
which are already based on strong commonalities. This raised the question of:  Can bridges 
between arrangements be created?  

3. Working on complementarities between different approaches, as most G20 countries operate 
across three approaches (unilateral, plurilateral, and trade agreements), by raising the question 
of ”can discussions uncover how to ensure these remain complementary?” 
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1. INTRODUCTION1 
Data have become a key strategic asset for the creation of both private and social value. If well 
managed, data can help address global development challenges such as pandemics and climate 
change while promoting prosperity. However, negligent handling of data can contribute to highly 
unequal development outcomes and undermine the functioning of the Internet. 

As highlighted in UNCTAD’s Digital Economy Report 2021, the global landscape for the 
governance of data is fragmented, with countries adopting different approaches to regulate and 
safeguard data flows across borders.  There is a lack of globally agreed common definitions and 
understanding of basic concepts related to data and data flows. The various taxonomies that are 
used to classify types of data are sometimes based on different criteria. For example, data may 
be collected for commercial or governmental purposes; used by the private or the public sector; 
may be instant or historic; sensitive or non-sensitive; personal or non-personal. Different 
understandings of key terms and approaches may undermine the interoperability of data access 
and sharing, including across borders. 

Regardless of the different definitions and concepts related to data and data flows, there are 
initiatives in the G20 to identify and unify convergences, commonalities, and complementarities, 
in order to help in the adequate development on the subject, through the experiences and 
authorities in the field of personal data protection of each country. 

The interface between the use of different taxonomies and cross-border data flows has not yet 
been much explored. This report analyses the responses to a survey of G20 Members’ current 
laws and regulations pertaining to cross-border data flows. It seeks to establish a better 
understanding of where there are commonalities, complementarities, convergence and 
divergence, and contribute to further dialogue on how to shape governance frameworks that can 
facilitate cross-border data flows and data free flow with trust.  

This report focuses predominantly on domestic policies affecting data flows. Consequently, they 
highlight unilateral ways of handling data-related issues and indirectly illustrate countries’ national 
priorities in safeguarding data and enabling data flows. For international discussions in this area 
to succeed, a better understanding of the national perspectives can be a beneficial component.  

Data free flow with trust and cross-border data flows are topics of discussion among G20 
members since the Japanese Presidency in 2019. They continued under the Saudi Presidency in 
2020 and the Italian Presidency in 2021. In 2022, under the Indonesian Presidency, the Digital 
Economy Working Group meets for the first time, taking over from its predecessor the Digital 
Economy Task Force.  

There is an increasing body of policy relevant research on cross-border flows, as demonstrated 
by UNCTAD’s Digital Economy Report 2021. Moreover, the OECD reports on Mapping approaches 
to data and data flows and on Mapping commonalities in regulatory approaches to cross-border 
data transfers inform on the existing approaches for governance of data flows and options on 
regulatory approaches. The latter report put an emphasis on trade related aspects. 

 
1 This report was prepared by UNCTAD to inform the discussions in the G20 Digital Economy Working Group at the request of the Indonesian 
G20 Presidency in 2022. The opinions expressed and arguments employed herein do not prejudge or necessarily represent the official views 
of UNCTAD or G20 members. This document and any data herein are without prejudice to the status of or sovereignty over any territory, to 
the delimitation of international frontiers and boundaries and to the name of any territory, city or area. UNCTAD would like to thank all G20 
Members and invited guests that provided responses to the questionnaire, based on which the following report was compiled, as well as to 
those that provided feedback to the report.  
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To complement these insights, this report is based on G20 Members’ responses to a survey 
asking for any type of law and regulation linked to cross-border data flows. Given the growing role 
of data for all aspects of life, broadening the perspective for international cooperation in the area 
of cross-border data flows will be essential to ensure that in the future the gains from digitalization 
can be shared more broadly across countries for the benefit of society, economies, people, and 
the environment.  

 

2. SURVEY METHODOLOGY 
a. Description of the questionnaire 

Responses by G20 Members and invited guests inform this report and analysis. The underlying 
survey elicited information on existing laws and regulations and some proposals that include 
provisions affecting cross-border data flows. This report aims to provide a description of the 
existing landscape in member States of laws and regulations that take cross-border data flows 
into account.  

The survey aimed to categorize which types of data certain laws and regulations are linked to 
and how these categories are defined. Categories include personal, non-personal, critical, and 
sensitive data.  

This information was complemented by information on whether the law or regulation is 
specific to a sector and on the ministries and agencies responsible for its implementation. 
Moreover, the survey aimed to find out how these laws and regulations impact cross-border 
data flows. In a second part, the survey asked about national (multistakeholder) coordination 
on data governance issues. 

b. Motivation to include questions 

The survey was as open ended as possible for countries to submit their laws and regulations. 
Given the growing importance of data in all areas, the results presented here are indicative, but 
not exhaustive. The questions aimed to create basic profiles of laws and regulations that 
pertain to cross-border data flows. They may indicate certain country-specific priorities but 
also highlight how pervasive data are in all areas of the economy and society.  

c. Response rates by section (laws and regulations; policy coordination) 

The response rate and level of engagement were high, with 90 per cent of G20 Members 
submitted responses plus contributions from five guests. Overall, the submissions included 92 
national laws, regulations, and guidelines. 
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3. SURVEY RESULTS 
a. Analysis of laws and regulations presented 

i. Definitions 

Discussions in international fora on data and data flows can be facilitated by using common 
definitions for various concepts and terms when regulating data and data flows. Against this 
background, the survey requested respondents to specify, where possible, the definitions 
used in the different laws.  

Personal data 

At a basic level, definitions appear to be aligned, as also pointed out in OECD (2020). In the 
submissions to the survey, the definitions of “personal data” overlap to a great extent across 
Members, although the level of detail provided does vary (see Annex table 1). As some laws 
and regulations predate the recent years of accelerated digitalization, the definitions referring 
to personal or sensitive information are included as well.  

Some national laws limit the definition of personal data to information on identified or 
identifiable persons without any further details.  

In a law in Mexico, a further clarification on “identifiable” is added, by stressing “when his/her 
identity may be directly or indirectly determined from any information.” Similar clarifications 
are also found in legal texts from the European Union, the Republic of Korea, and the United 
Kingdom. 

Definitions also vary with respect to the level of detail on the kind of information that may 
make someone identifiable. For example, Canada’s Privacy Act includes, but is not limited to, 
23 specific features of information. Saudi Arabia lists 11 features in its Personal Data 
Protection Law, the United States includes 11 in its Privacy Act, the definitions offered by the 
European Union and United Kingdom cover 10 categories, while the personal information 
protection act of Republic of Korea contains three (see Annex table 1). Singapore’s Advisory 
Guidelines on Key Concepts in the Personal Data Protection Act extends the Act’s definition 
by providing examples of possible features that make an individual identifiable.  

Another way to group the definitions is by their inclusion of provisions on whether and how 
these data are recorded or stored. Elements to this effect are included in the definitions used 
by, for example, Australia, China, Indonesia, and the United States.  

Sensitive data 

The term “sensitive data” in the submissions is universally understood to be a subset of 
personal data (see Annex table 2). National definitions vary with regard to the kind of 
elements which are included as sensitive information (see Table 1).  

 

Table 1: Elements included in sensitive data definitions 

Categories ARG AUS BRA MEX SAU KOR TUR UK 
biometric information         
credit data         
criminal records         
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ethnic/racial/tribal origin         
genetic information         
health information         
location data         
philosophical/moral conviction         
political assoc. membership         
political opinions         
religious belief         
sex life         
trade union membership         
unknown parentage         

 

Critical data 

Another term used in discussions around cross-border data flows and their regulation is 
“critical data”, which is often left intentionally ambiguous (UNCTAD 2021: 129). The laws and 
regulations submitted seem to confirm this observation. Three countries refer to critical data 
in their submissions (Republic of Korea with respect to cloud computing, Saudi Arabia for 
critical systems cybersecurity controls and Türkiye in the context of statistics). Critical data 
are defined only in one instance, in the Republic of Korea’s Standards for Cloud Computing 
Service Information Protection (see Table 2). 

Table 2: Critical data definition 

 Definition 
Republic of Korea 
Standards for Cloud Computing Service 
Information Protection 

Critical data: Important internal information 
data such as electronic approval, HR, and 
accounting management 

 

ii. Areas and sectors covered by the data regulations 

The survey submissions highlight the multi-dimensionality of data and the diversity of areas 
potentially affected by data flows. Forty-two laws and regulations were predominantly linked 
to personal data, 9 relate to non-personal data, and 41 refer to all types of data (see Annex 
table 3).  

As the term data free flow with trust implies, transferring data internationally requires a 
certain level of trust or legal safeguards which ensure that data are protected to a similar 
extent outside the country as within. In line with this, a large share of submitted laws and 
regulations that are linked to cross-border data flows are focused on personal data and 
provisions allowing their transfer abroad, specifically with respect to personal data protection 
and privacy (see Annex table 3, column 1). It is therefore not surprising that 28 submissions 
primarily focus on these aspects of safeguarding.  

These are complemented by laws that are less broad and more specific to electronic 
communications, health, financial transactions and the public sector. One law specifically 
addresses children’s privacy protection online, an aspect of the digital economy that was 
included for the first time in the Declaration of G20 Digital Ministers in Trieste under the 
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Italian Presidency and in the G20 High Level Principles for Children Protection and 
Empowerment in the Digital Environment (G20 2021). 

In the domain of submissions pertaining to non-personal data (see Annex table 3, column 2), 
submissions can be grouped into four categories: geospatial data (2 submissions), trade 
secrets and intellectual property (4), trade (1) and cybersecurity (1).  

Laws and regulations touching on all types of data (see Annex table 3, column 3) are related 
to the categories shown in Figure 1. 

Figure 1: Categories of laws and regulations affecting “all data” 

 

These main themes are also mirrored in the list of sectors shown in Table 3, to which some 
of the laws and regulations are specific.  

Table 3: Sector-specific legislation 

Sector concerned G20 Members with relevant laws 
Banking, financial sector, capital markets SAU, TUR, USA 
Defense and related private sector USA 
Geospatial IDN, KOR 
Health IDN, USA 
ICT and telecommunications EU, IDN, SAU, TUR, UK, USA 
Public sector BRA, CAN, MEX, KOR, SAU, USA 
Trade EU, IDN, USA 

 

Data governance and the handling of data-related policy questions are not limited to one 
single ministry or agency. Instead, the multifaceted nature of data touches policymaking of 
many government institutions (see Figure 2). This suggests a growing need to ensure having 
relevant expertise in data-related aspects across all ministries involved in data governance.  

Given the diversity of legal areas emerging from the submissions, it is clear that policies to 
enable data free flow with trust go well beyond the trade domain, which is where most of the 
international discussions on cross-border data flows are currently happening as evidenced 

Data governance Data bases/information 
systems/cloud computing Cybersecurity

Telecommunications/
electronic information Law enforcement Competition

Health (Public) procurement Public sector
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by international and regional agreements related to trade.2 Indeed, a lot of legislation is 
primarily concerned with personal data related aspects that may not be linked to trade, such 
as health or law enforcement. For example, the recent experience of COVID-19 and the 
international collaboration to fight the pandemic, brought the role of responsible scientific 
use of health and related data to the centre of attention.  

 

iii. Cross-border data flow provisions 

Policy approaches to governing cross-border data flows can be divided into unilateral, 
bilateral, and multilateral ones, as reflected in the survey submissions.  

Unilateral approaches 

First, most Members use adequacy, standard contractual clauses, or binding corporate rules 
to enable international data transfers. These provide an assessment of data protection (for 
personal data) before allowing data flows to take place. 

Second, data transfer plans requiring government approval are another unilateral 
mechanism to facilitate data free flow with trust. These are employed by Indonesia with 
respect to geospatial data, health data and personal data protection. Similarly, Türkiye’s 
banking law has provisions which allow the Board of the Banking Regulation and Supervision 
Agency to prohibit international data flows as does their regulation on private archival 
material.  

Third, multiple submitted laws and regulations require consent from the data subject as a 
condition for international data flows. This is often used in the context of personal data.  

Another approach relates to data localization requirements. It is unilateral, but limits or 
conditions data to flow freely. Personal data generated in the Russian Federation and by its 
inhabitants must be stored locally first before it can be transferred abroad. In the context of 
cloud computing, Brazil requires a recent data backup to be maintained in its territory. Saudi 
Arabia requires data and data infrastructure for cloud and IoT systems to be maintained 
within the country.3 The same holds for the Republic of Korea’s cloud computing services for 
public procurement, for which data need to be stored in the country. Türkiye has a provision 
which requires data from the financial sector and capital markets to have their primary and 
secondary versions stored domestically, beyond this there are no explicit restrictions on data 
flows.  

Indonesia and the Republic of Korea mandate that geospatial data are saved and processed 
domestically. Although, Indonesia’s regulation on implementation of geospatial information 
includes an exception where, when trained labour or equipment is not available within the 
country, processing can take place abroad.  

Finally, Indonesia requires the domestic storage of health data, although under specific 
circumstances processing can take place abroad.  

 
2 For instance, discussions as part of the Joint Initiative Negotiations on E-commerce, the Comprehensive and Progressive Agreement for 
Trans-Pacific Partnership, the Regional Comprehensive Economic Partnership and the United States-Mexico-Canada Agreement.  
3 See the cloud computing regulatory framework, the IoT regulatory framework, and the essential cybersecurity controls. 
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Figure 2: Ministries and agencies responsible for different areas of data and data flows based on survey submissions 

• ARG: Agency for Access to 
Public Information 

• AUS: Office of the 
Australian Information 
Commissioner  

• BRA: Comptroller-General 
Office 

• BRA: Information Security 
Department, Institutional 
Security Cabinet, 
Presidency of the Republic   

• BRA: National Data 
Protection Authority 

• CAN: Office of the Privacy 
Commissioner of Canada 

• JPN: Personal Information 
Protection Commission 

• MEX: National Institute of 
Transparency, Access to 
Information & Protection of 
Personal Data 

• KOR: Personal Information 
Protection Commission 

• SAU: Saudi Authority for 
Data & Artificial Intelligence 

• SGP: Personal Data 
Protection Commission 

• TUR: Personal Data 
Protection Authority 

• UAE: Emirates Data Office  
• UK: Department for Digital, 

Culture, Media and Sport; 
Information 
Commissioner’s Office 

 

• KHM: Ministry of Post & 
Telecommunications  

• IDN: Ministry of 
Communications & 
Informatics 

• JPN: Digital Agency 
• KOR: Ministry of Science & 

ICT 
• RUS: Federal Service for 

Supervision of 
Communications, 
Information Technology, & 
Mass Media 
(Roskomnadzor) 

• SAU: Communications & 
Information Technology 
Commission 

• SAU: Ministry of 
Communications & 
Information 

• SAU: National 
Cybersecurity Authority 

• TUR: Information & 
Communication 
Technologies Authority 

• IDN: Ministry of Trade 
• SAU: Saudi Central Bank 
• TUR: Banking Regulation & 

Supervision Agency 
• TUR: Capital Markets Board  
• TUR: Ministry of Treasury & 

Finance 
• USA: Commodity Futures 

Trading Commission 
• UK: Department for Digital, 

Culture, Media and Sport 
• USA: Federal Trade 

Commission 

 
 

• IDN: Ministry of Health 
• UK: Department for Digital, 

Culture, Media and Sport 
• USA: Department of Health 

& Human Services 

Da
ta

/In
fo

rm
at

io
n/

Pr
iv

ac
y 

pr
ot

ec
tio

n  

Co
m

m
un

ic
at

io
ns

, I
nf

or
m

at
io

n 
Te

ch
no

lo
gy

, P
os

t 

H
ea

lth
 

Tr
ad

e/
Fi

na
nc

ia
l M

ar
ke

ts
 

• IDN: Ministry of National 
Development Planning & 
Geospatial Information 
Agency 

• KOR: Ministry of Land, 
Infrastructure & Transport, 
Spatial Information System 
Division 

• UK: Department for Digital, 
Culture, Media and Sport 

G
eo

sp
at

ia
l 

• EU & its Member States 
• SAU: Saudi Authority for 

Data & Artificial Intelligence 
• TUR: Presidency of the 

Republic, Directorate of 
State Archives 

• TUR: Turkish Statistical 
Institute 

• USA: all federal agencies in 
the executive 

• USA: Department of Justice 
• USA: Office of Management 

& Budget 
• USA: Secretary of Defense 

O
th

er
 



The Workshop of Multistakeholder Dialogue on 
Identifying Measures to Facilitate the Different Levels of 
Understanding of Data Governance 
Priority Issue 3 – Data Free Flow with Trust and Cross-Border 
Data Flows 

  

17 
 

Bilateral approaches 

The submitted laws from Canada, Mexico, Singapore, and the United States refer to contracts 
and memoranda of understanding for international parties to enable data flows, 
predominantly for personal data as well as data linked to commodities trading. Similarly, they 
put the responsibility on the local data controller to ensure that (foreign) data processors 
adhere to the relevant safeguards.  

Judicial cooperation is an essential element of enabling cross-border data flows. Argentina, 
Canada, the Russian Federation, the United Kingdom, and the United States refer to bilateral 
judicial cooperation in this context.  

Regulatory cooperation on data protection also plays an important role in creating a 
regulatory environment that enables, and builds trust in data flows. Enhanced international 
regulatory cooperation can be secured through arrangements between regulators on issues 
such as enforcement, and through dialogues and agreements between Governments. 
Regulatory cooperation is also a key area mentioned in the 2021 G7 Roadmap for 
Cooperation on Data Free Flow with Trust. 

Multilateral approaches 

Given the focus of the survey on domestic laws, references to multilateral approaches are 
limited in the submissions. However, one of Türkiye’s laws approves the Multilateral 
Convention on Mutual Administrative Assistance in Tax Matters to improve exchanges 
between countries on data related to taxation. Furthermore, European Union directives and 
regulations on establishing a digital single market involve by nature of this political and 
economic union multiple countries, with an aim of fostering free flow of data within the 
European Union member states as much as possible – while using adequacy for transfers 
outside of the single market’s borders. Singapore makes reference to using the APEC Cross-
Border Privacy Rules System in a multilateral arrangement for cross-border data flows. 

 

b. Policy coordination and consultation 

The multidimensional character of data that plays a role for the economy and society can be 
harnessed to generate much private and societal economic value. At the same time, many non-
economic aspects, such as children’s privacy, other human rights, and security, are also of 
concern to G20 Members. Given all these dimensions that cannot be disentangled for clear-cut 
policymaking, data have become a strategic resource for countries, firms and individuals. This 
suggests that to address existing and future opportunities and challenges related to data and 
data flows, it becomes increasingly important to develop holistic approaches to data 
governance (including management and implementation) in cross-border data protection to 
incorporate the cross-dimensional impact of various policy measures. A whole-of-government 
approach can be beneficial to determine broad guiding principles and to coordinate 
policymaking across ministries and agencies. Furthermore, various actors are differently 
impacted by data and their governance. Consequently, multistakeholder consultations, which 
can elicit the needs outside the public sector, can add value for countries’ policy development.  

i. Lead agencies and departments for data governance 

Whole-of-government approaches which clearly identify one lead organization for the 
government’s strategy on data governance may help coordinate requirements and demands 
from society and economy. 6 out of 13 countries that answered this part of the survey 
questionnaire responded affirmatively to the question of whether they had a ministry or 
agency that has the primary responsibility for coordinating issues related to data governance. 
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In the United Kingdom this responsibility is shared between two entities. The Department for 
Digital, Culture, Media & Sport leads on general data governance frameworks while the 
Central Digital and Data Office leads on government data. The responsible agencies and 
ministries are listed in Figure 3. 

Figure 3: Lead agencies for data governance in selected countries 

 

ii. Mechanisms for multistakeholder dialogue on data governance 

A growing number of countries have set up multistakeholder dialogues to secure inputs into 
the policymaking process. In the survey, 10 out of 15 countries that responded to this part 
indicated that they have such a mechanism in place.  

Canada introduced its Digital Charter following multistakeholder consultations. A Digital 
Charter Implementation Act is currently being discussed in parliament.  

Mexico introduced the “Abramos México” initiative in February 2022. It aims to develop a 
National Open Data Policy in a public, open, and collaborative way with multisectoral inputs. 
This endeavour is promoted by multiple agencies – including the National Institute for 
Transparency, Access to Information and Protection of Personal Data, the National 
Transparency System, the regulatory body for statistical and geographical information – civil 
society and academia.  

The Republic of Korea has set up an “Open Data Strategy Council” under the prime minister, 
with participation of other ministers, and co-chaired by the private sector. The council guides 
and coordinates the Government’s policies, plans on open government data, and monitors 
their implementation. It is led by the Ministry of Interior and Safety.  

Saudi Arabia’s national regulatory committee provides a collaborative regulation mechanism 
through which various regulations linked to digital are harmonised and implemented.  

The Data Protection Advisory Committee of Singapore, consisting of public and private 
sector as well as civil society representatives, advises the Personal Data Protection 
Commission with respect to reviewing and administrating the personal data protection 
framework.  

In the United Arab Emirates, federal government entities and the private sector engage in 
consultations for the co-drafting of policies.  

The United Kingdom incorporates multistakeholder feedback through various mechanisms 
and fora, including the National Data Strategy Forum and the International Data Transfers 
Expert Council, expert and advisory groups and expert networks from academia and the 
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private sector. Furthermore, the Government publishes public and stakeholder consultations 
for policy interventions linked to data. 

Finally, three Members regularly hold discussions with various stakeholders on data 
governance issues.  

 

4. CONCLUSION 
The responses to the questionnaire highlight the diversity of laws and regulations which are linked 
to cross-border data flows. Given the growing importance of data, this trend is likely to continue 
and ever more sectors may be affected by data and laws governing data flows.  

a. Implications for international cooperation on data governance 

The survey highlights that, for some aspects of data, national definitions do overlap a great deal, 
although there remain differences at a more granular level, for example with regard to the 
definition of personal data. While the bulk of the submissions is on governing personal data, the 
responses highlight that several countries also govern non-personal data. Building a deeper 
understanding of where commonalities and differences may exist is important to explore future 
opportunities for finding common ground. 

The survey responses also illustrate that data flows are not equal to trade, nor are the laws and 
regulations confined to trade contexts.4 In none of the countries that responded to the data 
governance section of survey is the Ministry of Trade or Commerce the lead for issues related 
to data governance. Nevertheless, at the international level, cross-border data flows are 
currently discussed predominantly in the context of trade agreements. Furthermore, current 
international agreements, particularly trade agreements but also discussions within the OECD, 
the Council of Europe and regional initiatives, tend to be too limited geographically, especially 
low-income countries are often not parties to these agreements, and in scope, possibly failing 
to govern cross-border data flows in a way that allows for an equitable sharing of economic 
development gains while properly addressing possible risks. 

The current situation may serve as a point of departure towards broadening the discussion on 
how data governance frameworks may be developed to support global development goals while 
allowing sufficient policy space for countries at varying levels of digital capabilities to secure 
national priorities and development objectives. 

b. Areas for potential further discussion in the G20 DEWG 

Based on the results from this survey, the G20 DEWG may wish to discuss possible ways 
forward to agreeing on common terminology of key concepts related to data governance. In 
view of the different approaches adopted by Members, further sharing of experiences may be 
useful with a view to identifying good practices that might be emulated by others. At the same 
time, discussions on data governance frameworks that enable combining global development 
goals and countries’ policy space may be helpful. Special attention may be warranted to 
approaches that may help to fully factor in the multi-dimensional character of data, and 
perspectives of multiple stakeholders, when designing and implementing different laws and 
regulations affecting data and data flows. 

  

 
4 For a longer discussion on this aspect, please refer to UNCTAD’s Digital Economy Report 2021.  
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5. ANNEX 
Annex table 1: Personal data definitions 

Country Definition 

Argentina 
Law n° 25.326 on Personal 
Data Protection (Art. 2) 

Personal data: Information of any kind referring to specific 
or identifiable natural or legal persons. 

Australia 
Privacy Act 

Personal information means information or an opinion about 
an identified individual, or an individual who is reasonably 
identifiable:  
(a) whether the information or opinion is true or not; and  
(b) whether the information or opinion is recorded in a 
material form or not. 

Brazil 
General Data Protection Law 
(Lei Geral de Proteção de 
Dados Pessoais, Art. 5 I) 

Personal data: information regarding an identified or 
identifiable natural person.  

Canada 
Personal Information 
Protection and Electronic 
Documents Act (Definitions) 

Personal information means information about an 
identifiable individual. 

Canada 
Privacy Act (Definitions) 

Personal information means information about an 
identifiable individual that is recorded in any form including, 
without restricting the generality of the foregoing,  
(a) information relating to the race, national or ethnic origin, 
colour, religion, age or marital status of the individual,  
(b) information relating to the education or the medical, 
criminal or employment history of the individual or 
information relating to financial transactions in which the 
individual has been involved,  
(c) any identifying number, symbol or other particular 
assigned to the individual,  
(d) the address, fingerprints or blood type of the individual,  
(e) the personal opinions or views of the individual except 
where they are about another individual or about a proposal 
for a grant, an award or a prize to be made to another 
individual by a government institution or a part of a 
government institution specified in the regulations,  
(f) correspondence sent to a government institution by the 
individual that is implicitly or explicitly of a private or 
confidential nature, and replies to such correspondence that 
would reveal the contents of the original correspondence,  
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Country Definition 
(g) the views or opinions of another individual about the 
individual,  
(h) the views or opinions of another individual about a 
proposal for a grant, an award or a prize to be made to the 
individual by an institution or a part of an institution referred 
to in paragraph (e), but excluding the name of the other 
individual where it appears with the views or opinions of the 
other individual, and  
(i) the name of the individual where it appears with other 
personal information relating to the individual or where the 
disclosure of the name itself would reveal information about 
the individual. 

China 
Personal Information 
Protection Law of the People's 
Republic of China (Art. 4) 

‘Personal information’ refers to various information related 
to an identified or identifiable natural person recorded 
electronically or by other means, but does not include 
anonymized information. 

European Union 
General Data Protection 
Regulation 2016/679 (Art 4 (1)) 
and other 
regulations/directives linked to 
personal data 

‘Personal data’ means any information relating to an 
identified or identifiable natural person (‘data subject’); an 
identifiable natural person is one who can be identified, 
directly or indirectly, in particular by reference to an identifier 
such as a name, an identification number, location data, an 
online identifier or to one or more factors specific to the 
physical, physiological, genetic, mental, economic, cultural 
or social identity of that natural person. 

Indonesia 
Government Regulation No. 71 
of 2019 Regarding 
Implementation of Electronic 
System and Transaction 

Personal data is any data about a person (where person is 
an individual, whether a citizen, foreign national, or an entity) 
either identified and/or can be identified separately or in 
combination with other information either directly or 
indirectly through electronic and/or non-electronic systems. 

Indonesia 
Minister of Communications 
and Informatics Regulation No. 
20 of 2016 on Personal Data 
Protection in the Electronic 
System 

Personal data that may identify certain individual directly or 
indirectly that is stored, maintained which truthfulness and 
confidentiality thereof secured and protected. 

Japan 
Act on the Protection of 
Personal Information 

Information relating to a living individual which falls under 
any of the following items: 
(i) those containing a name, date of birth, or other 
descriptions, etc. (meaning any and all matters (excluding an 
individual identification code) stated, recorded or otherwise 
expressed using voice, movement or other methods in a 
document, drawing or electromagnetic record (meaning a 
record kept in an electromagnetic form (meaning an 
electronic, magnetic or other forms that cannot be 
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Country Definition 
recognized through the human senses; the same applies in 
item (ii) of the following paragraph); the same applies 
hereinafter)) whereby a specific individual can be identified 
(including those which can be readily collated with other 
information and thereby identify a specific individual); 
(ii) those containing an individual identification code. 

Mexico 
Federal Law for the Protection 
of Personal Data in Possession 
of Individuals (Art.3 V) 

Any information concerning an identified or identifiable 
individual. 

Mexico 
General Law for the Protection 
of Personal Data in Possession 
of Obligated Entities (Art.3 XXI) 

Any information concerning an identified or identifiable 
natural person. An individual is deemed to be identifiable 
when his/her identity may be directly or indirectly 
determined from any information. 

Russian Federation 
Federal Law No. 152-FZ on 
Personal Data 2006 (Personal 
Data Protection Act, Art.3) 

Personal data is any information directly or indirectly related 
to an identified or identifiable individual (data subject). 

Saudi Arabia 
Personal Data Protection Law  

Any piece of data, whatever its source or format, that 
identifies, or makes it possible to identify, a natural person 
directly or indirectly, e.g. name, personal ID number, 
addresses, contact numbers, license numbers, records, 
personal property details, bank account numbers, credit 
cards, moving or still pictures images of an individual, and 
other information of a personal nature. 

Republic of Korea 
Personal Information 
Protection Act (Art.2(1))  

The term “personal information” means any of the following 
information relating to a living individual:  
(a) Information that identifies a particular individual by his or 
her full name, resident registration number, image, etc.; 
(b) Information which, even if it by itself does not identify a 
particular individual, may be easily combined with other 
information to identify a particular individual. In such cases, 
whether or not there is ease of combination shall be 
determined by reasonably considering the time, cost, 
technology, etc. used to identify the individual such as 
likelihood that the other information can be procured; 
(c) Information under items (a) or (b) above that is 
pseudonymized in accordance with subparagraph 1-2 below 
and thereby becomes incapable of identifying a particular 
individual without the use or combination of information for 
restoration to the original state (hereinafter referred to as 
“pseudonymized information”). 
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Country Definition 

Singapore 
Personal Data Protection Act 
2012 (Sec.2) 

“Personal data” means data, whether true or not, about an 
individual who can be identified — 
(a) from that data; or 
(b) from that data and other information to which the 
organisation has or is likely to have access; 

Türkiye 
Personal Data Protection Law 

‘Personal data’ means any information relating to an 
identified or identifiable natural person. 

United Kingdom 
GDPR and Data Protection Act 
2018 

‘Personal data’ means any information relating to an 
identified or identifiable living individual. “Identifiable living 
individual” means a living individual who can be identified, 
directly or indirectly, in particular by reference to an identifier 
such as a name, an identification number, location data or 
an online identifier, or one or more factors specific to the 
physical, physiological, genetic, mental, economic, cultural 
or social identity of the individual. 

United States 
The Privacy Act of 1974, 5 
U.S.C. § 552a 

Records maintained on individuals.  
The term ‘record’ means any item, collection, or grouping of 
information about an individual that is maintained by an 
agency, including, but not limited to, his education, financial 
transactions, medical history, and criminal or employment 
history and that contains his name, or the identifying 
number, symbol, or other identifying particular assigned to 
the individual, such as a finger or voice print or a photograph. 

United States 
Health Insurance Portability 
and Accountability Act of 1996 
(HIPAA) Privacy, Security, 
Breach Notification, and 
Enforcement Rules (§ 160.103) 

Individually identifiable health information is information 
that is a subset of health information, including demographic 
information collected from an individual, and: 
(1) Is created or received by a health care provider, health 
plan, employer, or health care clearinghouse; and  
(2) Relates to the past, present, or future physical or mental 
health or condition of an individual; the provision of health 
care to an individual; or the past, present, or future payment 
for the provision of health care to an individual; and  
(i) That identifies the individual; or  
(ii) With respect to which there is a reasonable basis to 
believe the information can be used to identify the individual. 
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Annex table 2: Sensitive data definitions 

Country Definition 
Argentina 
Law n° 25.326 on Personal 
Data Protection (Art. 2) 

Sensitive data: Personal data revealing racial and ethnic 
origin, political opinions, religious, philosophical or moral 
convictions, trade union membership and information 
concerning health or sex life. 

Australia 
Privacy Act 

Sensitive information means: (a) information or an opinion 
about an individual’s: (i) racial or ethnic origin; or (ii) political 
opinions; or (iii) membership of a political association; or (iv) 
religious beliefs or affiliations; or (v) philosophical beliefs; or 
(vi) membership of a professional or trade association; or 
(vii) membership of a trade union; or (viii) sexual orientation 
or practices; or (ix) criminal record; that is also personal 
information; or (b) health information about an individual; or 
(c) genetic information about an individual that is not 
otherwise health information; or (d) biometric information 
that is to be used for the purpose of automated biometric 
verification or biometric identification; or (e) biometric 
templates. 

Brazil 
General Data Protection 
Law (Lei Geral de Proteção 
de Dados Pessoais, Art. 5 
II) 

Sensitive personal data: personal data concerning racial or 
ethnic origin, religious belief, political opinion, trade union or 
religious, philosophical or political, organization 
membership, data concerning health or sex life, genetic or 
biometric data, when related to a natural person. 

European Union 
EU Regulation on the 
protection of natural 
persons with regard to the 
processing of personal 
data and on the free 
movement of such data, 
and repealing Directive 
95/46/EC (General Data 
Protection Regulation) 

This Regulation also provides a margin of manoeuvre for 
Member States to specify its rules, including for the 
processing of special categories of personal data (‘sensitive 
data’) 

Mexico  
Federal Law for the 
Protection of Personal 
Data in Possession of 
Individuals; General Law 
for the Protection of 
Personal Data in 
Possession of Obligated 
Entities 

Sensitive personal data: Those personal data that affect the 
most intimate sphere of their owner, or whose improper use 
may give rise to discrimination or entail a serious risk for the 
owner. In particular, sensitive data are considered to be 
those that may reveal aspects such as racial or ethnic origin, 
present and future state of health, genetic information, 
religious, philosophical and moral beliefs, trade union 
membership, political opinions, sexual preference. 

Saudi Arabia  
Personal Data protection 
law  

Personal data that reveals an individual’s ethnic or tribal 
origin, political opinions, religious or philosophical beliefs, or 
trade union membership. Sensitive data also includes 
criminal and security data, biometric data for the purpose of 
uniquely identifying a natural person, genetic data, credit 
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Country Definition 
data, health data, location data, and data revealing that an 
individual is of unknown parent(s). 

Republic of Korea 
Personal Information 
Protection Act 

A personal information controller shall not process any 
information prescribed by Presidential Decree (hereinafter 
referred to as “sensitive information”), including ideology, 
belief, admission to or withdrawal from a trade union or 
political party, political opinions, health, sex life, and other 
personal information that is likely to markedly threaten the 
privacy of any data subject.  

Türkiye 
Personal Data Protection 
Law 

Personal data relating to the race, ethnic origin, political 
opinion, philosophical belief, religion, religious sect or other 
belief, appearance, membership to associations, 
foundations or trade-unions, data concerning health, sexual 
life, criminal convictions and security measures, and the 
biometric and genetic data are deemed to be special 
categories of personal data. 

United Kingdom 
GDPR and Data Protection 
Act 2018 

In this section, “sensitive processing” means— (a) the 
processing of personal data revealing racial or ethnic origin, 
political opinions, religious or philosophical beliefs or trade 
union membership; (b) the processing of genetic data, or of 
biometric data, for the purpose of uniquely identifying an 
individual; (c) the processing of data concerning health; (d) 
the processing of data concerning an individual's sex life or 
sexual orientation. Criminal records are also included under 
this definition.  
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Annex table 3: Overview of submissions categorized by data type 

Personal data Non-personal data All data 

Personal data/information protection 

- Argentina: Law n° 25.326 on Personal Data 
Protection  

- Argentina: Provision n°60 / 2016 of the 
Agency for Access to Public Information 

- Cambodia*: Draft data protection law 
- Canada: Personal Information Protection 

and Electronic Documents Act 
- China: Personal Information Protection Law 

of the People's Republic of China 
- EU: Directive (EU) 2016/680 on the 

protection of natural persons with regard to 
the processing of personal data by 
competent authorities for the purposes of 
the prevention, investigation, detection or 
prosecution of criminal offences or the 
execution of criminal penalties, and on the 
free movement of such data. 

- EU: Directive 2002/58/EC of the European 
Parliament and of the Council of 12 July 
2002 concerning the processing of personal 
data and the protection of privacy in the 
electronic communications sector (Directive 
on privacy and electronic communications) 

- EU: Regulation 2018/1725 of the European 
Parliament and of the Council of 23 October 
2018 on the protection of natural persons 
with regard to the processing of personal 

Geospatial 

- Indonesia: Government Regulation No. 45 of 2021 
on Implementation of Geospatial Information 

- Republic of Korea: Act on the Establishment and 
Management of Spatial Data 

Trade secrets/IP 

- EU: Directive 2016/943 of the European Parliament 
and of the Council of 8 June 2016 on the protection 
of undisclosed know-how and business 
information (trade secrets) against their unlawful 
acquisition, use and disclosure 

- EU: Directive 2019/790 on copyright and related 
rights in the Digital Single Market and amending 
Directives 96/9/EC and 2001/29/EC 

- United States: Copyright Law 
- United States: Economic Espionage Act 
Trade 

- Indonesia: Government regulation No. 5 of 2020 on 
Trade Information System (derivative from Law 
No.7 of 2014 on Trade, amended by Law No. 11 of 
2020 on Job Creation) 

Cybersecurity 

- EU: ENISA (the European Union Agency for 
Cybersecurity) and on information and 
communications technology cybersecurity 
certification (Regulation 2019/881) 

Cybersecurity 

- Cambodia*: Draft cybersecurity law   
- China: Data Security Law   
- Saudi Arabia: Critical systems cybersecurity 

controls   
- Saudi Arabia: Essential cybersecurity controls   
- United States: Federal Information Security 

Modernization Act    
Databases/information systems/cloud computing 

- Minimum information security requirements for 
cloud computing for public administration 

o Brazil: Normative Instruction GSI/PR Nº 5 - 
Provides for the minimum information 
security requirements for the use of cloud 
computing solutions by bodies and entities 
of the federal public administration. 

o EU: Directive 96/9/EC of the European 
Parliament and of the Council of 11 March 
1996 on the legal protection of databases 

o Republic of Korea: Standards for Cloud 
Computing Service Information Protection   

- EU*: Harmonised Rules on Artificial Intelligence 
and Amending Certain Union Legislative Acts 
(Artificial Intelligence Act)   

- Saudi Arabia: Cloud computing regulatory 
framework   
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Personal data Non-personal data All data 

data by the Union institutions, bodies, offices 
and agencies and on the free movement of 
such data 

- EU: Regulation of the European Parliament 
and of the Council concerning the respect for 
private life and the protection of personal 
data in electronic communications and 
repealing Directive 2002/58/EC (Regulation 
on Privacy and Electronic Communications) 

- Indonesia: Minister of Communications and 
Informatics Regulation No. 20 of 2016 on 
Personal Data Protection in the Electronic 
System 

- Japan: Act on the Protection of Personal 
Information 

- Mexico: Federal Law for the Protection of 
Personal Data in Possession of Individuals + 
Regulation 

- Mexico: General Guidelines on Personal Data 
Protection for the Public Sector 

- Mexico: General Law for the Protection of 
Personal Data in Possession of Obligated 
Entities  

- Republic of Korea: Personal Information 
Protection Act 

- Russian Federation: Federal Law No. 152-FZ 
on Personal Data 2006 (Personal Data 
Protection Act) 

- Saudi Arabia: Personal Data Protection Law  

Other 
- EU: Framework for the free flow of non-personal 

data in the European Union (Regulation 2018/1807) 
 

- Saudi Arabia: Cloud first policy   
- Saudi Arabia: IoT regulatory framework   
- Türkiye: Communiqué on management of 

information systems   
Data governance 

- Argentina: Provision n°60 / 2016 of the Agency 
for Access to Public Information   

- Brazil: Open data policy   
- Cambodia*: Draft data governance policy   
- EU*: Regulation on harmonised rules on fair 

access to and use of data (Data Act)   
- EU: Regulation (EU) 2022/868 on European data 

governance and amending Regulation (EU) 
2018/1724 (Data Governance Act) 

- EU: A European strategy for data   
- Japan: Basic Act on the Advancement of Public 

and Private Sector Data Utilization 
- Saudi Arabia: Data Classification Policy   
- United States: Open Government Data Act   
Health 
- EU*: European Health Data Space   
- Indonesia: Government Regulation No. 46 of 

2014 on Health Information System 
Security/Law Enforcement 

- United States: Clarifying Lawful Overseas Use of 
Data (CLOUD) Act   

- United States: Judicial Redress Act (, link to 
criminal offenses) 

- United States: The Wiretap Act   
(Public) Procurement 
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Personal data Non-personal data All data 

- Singapore: Personal Data Protection Act 
2012 

- Türkiye: Personal Data Protection Law 
- United Arab Emirates: Federal Decree Law 

No. 45 Of 2021 On Personal Data Protection 
- United Kingdom: Data Protection Act 2018 
- United Kingdom: Privacy and Electronic 

Communications (EC Directive) Regulations 
2003 

General Data Protection Law/Regulation 

- Brazil: General Data Protection Law (Lei 
Geral de Proteção de Dados Pessoais) 

- EU: Regulation on the protection of natural 
persons with regard to the processing of 
personal data and on the free movement of 
such data, and repealing Directive 95/46/EC  

- United Kingdom: UK General Data Protection 
Regulation and Data Protection Act 2018 

 
Privacy Law/Act  

- Australia: Privacy Act 1988 
- Canada: Privacy Act 
- United States: Privacy Act of 1974, 5 U.S.C. § 

552a  
- EU: Directive 2002/58/EC on privacy and 

electronic communications 
 
 

- Cambodia: Law on public procurement    
- United States: Procurement Law - 10 U.S.C. 

3771, 130, 3013; related procurement 
regulations   

Competition 

- EU*: Single Market For Digital Services   
- EU*: Regulation of the European Parliament and 

of the Council on contestable and fair markets 
in the digital sector (Digital Markets Act)   

- EU: Directive 2019/790 on copyright and related 
rights in the Digital Single Market 

 
Telecommunications/Electronic Information 

- Cambodia: Law on telecommunications   
- Indonesia: Law No. 11 of 2008 on Electronic 

Information and Transaction as lastly amended 
by Law No. 19 of 2016 (Law 11/2008) + 
Regulation No. 71 of 2019   

- Russian Federation: Federal Law No. 149-FZ on 
Information, Information Technologies and Data 
Protection 2006 (Data Protection Act) 

- United States: The Stored Communications Act, 
18 U.S.C. § 2701 et. seq.  

 
Public sector 

- Cambodia: Digital government policy   
- Türkiye: Regulation on the Services of State 

archive   
Other 
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Personal data Non-personal data All data 

Electronic communications 
- Türkiye: By-Law on the Processing of 

Personal Data and the Protection of 
Confidentiality in the Electronic 
Communications Sector 

- Türkiye: Electronic Communications Law No. 
5809  

- United States: Stored Communications Act 
- Canada: Personal Information Protection 

and Electronic Documents Act 
- EU: Directive 2002/58/EC on privacy and 

electronic communications 
- Indonesia: Regulation No. 20 of 2016 on 

Personal Data Protection in the Electronic 
System 

- United Kingdom: Privacy and Electronic 
Communications Regulations 2003 

Financial transaction related 
- Cambodia: Law on taxation 
- Türkiye: Banking Law No. 5411 
- Türkiye: Law on Approval of the Multilateral 

Convention on Mutual Administrative 
Assistance in Tax Matters (MAC) No. 7018  

- Türkiye: Tax Procedure Law No. 213  
Health 
- Russian Federation: Federal Law No. 323 on 

the Fundamentals of Protection of the Health 
of Citizens in the Russian Federation  

- United States: Confidentiality of Substance 
Use Disorder Patient Records 

- Cambodia: Digital Economy and society policy 
framework   

- Cambodia: Draft digital development policy   
- Cambodia: Law on e-commerce   
- United States: Commodity Exchange Act   
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Personal data Non-personal data All data 

- United States: Health Insurance Portability 
and Accountability Act of 1996 Privacy, 
Security, Breach Notification, and 
Enforcement Rules 

Public sector specific 

- Türkiye: Statistics law of Türkiye 
- EU: Regulation 2018/1725 on the protection 

of natural persons with regard to the 
processing of personal data by the Union 
institutions, bodies, offices and agencies and 
on the free movement of such data 

- Mexico: General Law for the Protection of 
Personal Data in Possession of Obligated 
Entities  

- Mexico: General Guidelines on Personal Data 
Protection for the Public Sector 

Other 

- Cambodia: Law on consumer protection  
- Russian Federation: Civil Aviation Code 

(Article 85.1) 
- United States: Children’s Online Privacy 

Protection Act 

 

 Note: The categorization in this table is predominantly descriptive to highlight clusters of topics addressed by the laws and regulations nor are the 
categories exclusive. The greyed-out entries imply that these items are also mentioned in another sub-category and are repeated here. * indicate drafts 
and proposals. Source: UNCTAD based on country submissions. 
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IDENTIFYING COMMONALITIES, COMPLEMENTARITIES AND 
ELEMENTS  OF CONVERGENCE TO ENABLE DATA FREE FLOW WITH 

TRUST AND CROSS BORDER DATA FLOWS 
 
Introduction 
Cross-border data flows underpin today’s economic and social interactions. They help individuals 
connect with family and friends located in different countries; they support research to address global 
challenges (as has been the case during the pandemic); they help to coordinate production along global 
supply chains; and they allow firms, notably smaller ones, and individuals to access global markets. In 
sum, cross-border data flows have become the lifeblood of modern day social and economic activities. 

However, as more and more data crosses international borders, concerns about privacy protection, 
digital security, national security, regulatory reach, competition, trade, and industrial policy have 
amplified. This has led to a growing adoption of regulation which conditions the movement of data 
across borders or, in some cases, measures that mandate that data is stored or processed domestically 
(also known as data localisation) – Figure 1. 

Figure 1. Data regulation is increasing 

Note: “Data regulation” includes different types of regulation relating to data transfers and local storage requirements. Numbers are affected 
by the way in which regulations are structured, as this varies by country; some countries may have a single regulation covering a wide range of 
measures; others will have several different regulations covering, for example, restrictions on data flows for different types of data, and local 
storage requirements. 
Source: (Casalini and López González, 2019[1]). 

 

The reasons countries are reviewing their data policy are manifold, they include considerations related 
to privacy and data protection, national security, regulatory control or audit, digital security, and also 
new forms of digital industrial policy (OECD, 2020[2]). While there are legitimate reasons for diversity in 
regulations, the regulatory landscape that underpins cross-border data flows and data localisation is 
becoming increasingly complex. The emerging patchwork of approaches risks undermining the policy 
objectives they were intended to serve in the first place. Making it difficult not only to effectively enforce 
public policy goals such as privacy and data protection across different jurisdictions, but also for firms 
to operate across markets, affecting their ability to internationalise, and benefit from operating on a 
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global scale. The challenge for governments is to promote regulatory approaches that enable the 
movement of data while, at the same time, ensuring that, when data crosses a border, it receives the 
desired protection, safeguard or oversight. 

The notion of trust is at the centre of this debate. It is increasingly clear that the benefits of digitalisation 
depend strongly on the degree of trust in the digital environment that underpins emerging economic 
and social transactions. Individuals will not engage with, or send their data to, businesses they do not 
trust and businesses will struggle to reap the benefits of scale unless they can operate with trust globally. 
The concept of “data free flow with trust” (DFFT), championed by Japan under the G20 ‘Osaka Track’, 
encapsulates the policy impetus to find a balanced solution to these challenges. 

Building on the ‘Osaka Track,’ G20 Digital Economy Ministers, under the Saudi Presidency, recognised 
in 2020 the value of “identifying commonalities between existing approaches and instruments used to 
enable data to flow across borders with trust.” This issue was taken up during the Italian Presidency, 
with the G20 Rome Declaration committing to further action: 

 
“We acknowledge the importance of data free flow with trust and cross-border data flows. […] We 
will continue to work on addressing challenges such as those related to privacy, data protection, 
security, and intellectual property rights, in accordance with the relevant applicable legal 
frameworks. We will also continue to further common understanding and to work towards 
identifying commonalities, complementarities, and elements of convergence between existing 
regulatory approaches and instruments enabling data to flow with trust, in order to foster future 
interoperability.” 

 

Discussions on DFFT and cross-border data flows (CBDF) are continuing under the Indonesian 
Presidency which has provided renewed impetus to operationalise, and continue working on, 
commonalities, complementarities and elements of convergence to help unlock discussions on how 
best to foster future interoperability. Against this backdrop, the OECD has been tasked to provide a brief 
note outlining where things stand in these discussions and identifying areas for dialogue for the G20 
during the forthcoming Multistakeholder discussions. 

 

How are countries pursuing data free flows with trust and cross-border data 
flows? 
Governments and other stakeholders have increasingly been using a range of instruments to provide 
businesses with legal certainty as to the basis for data transfers while ensuring that, upon crossing a 
border, data is granted the desired degree of protection or oversight. It is the prerogative of governments 
to establish what instruments or mechanisms best serve their policy interests and objectives, including 
in the context of enabling “trust” in data flows. In this context, many different instruments and 
mechanisms have been devised and implemented, a number of which have been developed for the 
transfer of personal data. Approaches can be grouped into four broad categories (Figure 2): 

• Unilateral mechanisms enable the transfer of certain types of data to countries outside the domestic 
territory under certain conditions. They include the use of ‘open safeguards’ referring to ex-post 
accountability principles, contracts and private sector adequacy, as well as ‘pre-authorised 
safeguards’ such as public adequacy decisions, standard contractual clauses or binding corporate 
rules. These transfer mechanisms are largely developed in the context of transfers of personal data. 

• Plurilateral arrangements generate consensus around the transfer of specific types of data, again 
largely in the context of personal data. The most well-known examples are the OECD Privacy 
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Guidelines, the APEC Cross-Border Privacy Rules (CBPR) System, or the Council of Europe’s 
Convention 108+. There are many different approaches within this category, with different levels of 
enforceability. 

• Trade agreements and partnerships are increasingly addressing issues around data flows in the 
context of both personal and non-personal data. The depth of rules varies from one agreement to 
another, with varying degrees of binding and exemptions. Trade agreements combine rules on cross-
border data flows with provisions on issues such as personal information and/or consumer 
protection. 

• Increasingly, data-flows are being discussed in the context of standards and technology-driven 
initiatives. This comprises the use of technical specifications including ISO standards, technological 
solutions such as privacy enhancing technologies (PET), including de-identification and 
cryptography technologies, and the use of organisational approaches including data sandboxes, 
which in combination with technological solutions enable access to data within controlled 
environments. For further background on PETs, delegates may wish to reference the OECD’s report 
for the G20 under the Saudi Presidency, Mapping Approaches to Data and Data Flows ( (OECD, 
2020[2]). 

 

Figure 2. Instruments for facilitating cross-border data transfers 

Source: (Casalini, Lopez-Gonzalez and Nemoto, 2021[3]) 

Each instrument tackles issues related to data transfers from a different perspective. The approaches 
are also not mutually exclusive: countries can use different approaches at the same time with respect 
to different purposes, partners, types of data, and situations. This means that the approaches can 
often be complementary. For instance, rules on cross border data flows in trade agreements often 
cover all types of data, while, existing plurilateral arrangements on cross-border data transfers, as well 
as some of the unilateral mechanisms, focus mainly on issues around privacy and data protection, 
where there has been most activity in the context of emerging regulation. This implies that there is no 
single mechanism to enable DFFT and CBDF. Governments pursue different, or even multiple and 
complementary, approaches. 

Plurilateral arrangements 
• Non-binding arrangements (e.g. OECD Privacy 

Guidelines, ASEAN PDP) 
• Binding arrangements (e.g. CoE Convention 108+, APEC 

CBPR) 

Trade agreements and partnerships 
• Non-binding data flow provisions (eg, Korea-Peru FTA, 

Central America – Mexico FTA) 
• Binding data flow provisions (e.g. CPTPP, USMCA) 
• Open for future negotiations (e.g. EU-Japan EPA, EU-

Mexico Modernised Global Agreement 

Unilateral mechanisms 

• Open safeguards (e.g. accountability principle, contracts, 
private adequacy) 

• Pre-authorised safeguards (e.g. public adequacy, 
standard contracts, binding corporate rules) 

Standards and technology-driven initiatives 

• Standards (e.g. ISO/IEC 27701:2019 ) 
• Privacy-enhancing technologies (e.g. cryptography, 

sandboxes) 

Instruments for cross-border data transfers 
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What evidence on commonalities, complementarities, and elements of 
convergence? 
Although the emerging policy landscape appears to be fragmented, there important areas of overlap. 
By focusing on these areas, G20 countries may provide impetus towards unlocking difficult discussions 
on future interoperability. 

First, a range of commonalities between and within instruments emerge. For instance, whether through 
unilateral mechanisms, plurilateral arrangements or trade agreements, there tends to be consensus on 
the dual goals of safeguarding data and enabling its flow across borders (although differences arise in 
how these goals may best be achieved). Indeed, enabling cross-border data flows has been a key 
objective of many domestic privacy frameworks and has also been pursued in a range of international 
discussions from as early as the 1980s with the adoption of the OECD Privacy Guidelines. At the same 
time, all trade agreements that contain binding provisions on cross-border data flows include exceptions 
for legitimate public policy objectives and also have provisions on maintaining privacy or consumer 
protection frameworks. Similarly, many unilateral mechanisms include safeguards for transferring data 
and those safeguards also share commonalities. For example, many unilateral mechanisms recognise 
contracts or adequacy decisions as safeguard mechanisms (with differences related to how and by 
whom the safeguarding is done). 

There is also growing evidence of convergence within and between instruments (that is, the direction 
of travel is increasingly similar), often on the basis of the aforementioned commonalities. For instance, 
there are signs of growing overlaps in the principles that underscore privacy and personal data 
protection frameworks, including in the context of plurilateral arrangements. Trade agreements are also 
increasingly including similar language with provisions on unrestricted data flows coupled with 
exceptions to achieve public policy objectives and/or provisions on privacy and consumer protection 
frameworks. 

Finally, there is a high degree of complementarity between instruments. Unilateral instruments draw 
from, and contribute to, plurilateral arrangements. Trade agreements are increasingly referencing 
plurilateral arrangements on data protection as part of their binding data flow provisions (e.g. OECD 
Privacy Guidelines or the APEC CBPR). There is also a recent example of a trade agreement introducing 
the requirement that measures on the protection of personal data and privacy include unilateral 
instruments to enable data transfers (the EU-UK Trade and Cooperation Agreement). 

Together, this indicates the emergence of a kind of international architecture, or a web of architectures, 
seeking to find ways to combine the benefits of data flows and achievement of legitimate public policy 
objectives. 

 
Moving the agenda forward: operationalising commonalities, 
complementarities, and elements of convergence 
The Internet is global and borderless but regulations are not. Ensuring DFFT and CBDF has been a 
challenge for policy makers for many years. Different solutions to this complex challenge have emerged, 
albeit mostly in the context of domestic approaches. 

International cooperation on these issues, while difficult, can help reconcile differences. By focusing 
on areas where commonalities exist and highlighting complementarities and elements of convergence 
between existing approaches, the G20 can support continued dialogue, helping identify where efforts 
might be most fruitful. In this context, there are three areas for further consideration by the G20 Digital 
Economy Working Group in deepening discussions on emerging commonalities, complementarities, 
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and elements of convergence. 

The first is to deepen discussions on how to leverage commonalities in unilateral instruments. As 
shown in the mapping exercise (Casalini, Lopez-Gonzalez and Nemoto, 2021[3]), whether through Open 
or Pre-determined Safeguards, contracts are a common approach to enable trusted data flows. One 
option for further dialogue is to identify commonalities in the language used in these contracts with a 
view to facilitating discussions on how to internationalise these. Discussions can build on existing 
clauses being agreed at the regional level as is the case of the ASEAN Model Contractual Clauses for 
Cross-Border Data Transfers (ASEAN, 2021[4]), or the Ibero-American Data Protection Network which 
recently adopted a resolution recognising the importance of Standard Contractual Clauses as a transfer 
tool (RIPD, 2021[5]). Pre-approved contractual clauses are also a recognised instrument under the 
modernised version of the Council of Europe’s Convention 108 (see Article 14(3) (b) (Council of Europe, 
2018[6])). 

The second is to continue discussions on how to increase convergence and membership in existing 
plurilateral arrangements. As noted in (Casalini, Lopez-Gonzalez and Nemoto, 2021[3]), there are 
already strong commonalities and convergences in the privacy and data protection rules that underpin 
participation in existing plurilateral arrangements. These can serve to build bridges across different 
approaches. For example, discussions could seek to identify how to make existing plurilateral 
arrangements such as APEC CBPR and Convention 108 more interoperable.5 

At the same time, discussions could also look at how to promote growing membership in existing 
arrangements. 

The third is to identify how to build on emerging convergencies and complementarities in trade and 
digital economy agreements. While discussion on language and clauses in trade agreements are likely 
to remain sensitive, the DEWG could usefully provide guidance on the linkages that trade agreements 
might want to make to existing unilateral mechanisms and plurilateral arrangements. For instance, 
discussions could focus on what elements in plurilateral arrangements can help move discussions 
forward. They could also discuss whether the recent EU-UK Trade and Cooperation Agreement which 
includes a requirement to provide unilateral mechanisms to enable trusted data flows are useful. By 
sharing experiences in this area, countries would signal how trade policy can support ongoing 
discussions. 

These discussions can facilitate international cooperation and dialogue on more predictable and 
transparent combinations of flows and “trust” that enable governments, firms, and consumers to 
benefit from continued growth,  wellbeing, and inclusion. 

  

 
5 This could build on past efforts to leverage commonalities across intergovernmental arrangements. This was the case of the initiative 
between the APEC CBPR System and the previous EU data transfer mechanisms, building on the “Referential” (EU WP29 [former Article 29 
Data Protection Working Party of the European Union], 2014[36]). According to (Robinson, Kizawa and Ronchi, 2021[12]) the Referential 
“comprised: a “common block” describing the main elements which are common or similar to the BCR and the CBPR, and “additional blocks” 
presenting their main differences and the additional elements specific to the BCR or to the CBPR System. 
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TOWARDS THE INTEROPERABILITY OF PRIVACY AND 
DATA PROTECTION FRAMEWORKS 

 
Introduction 
The importance of interoperability of privacy and data protection frameworks (‘privacy 
interoperability’) has been stressed at high level international fora for many years, for instance in the 
2011 G8 Deauville Declaration, as part of the 2016 OECD Declaration on the Digital Economy: 
Innovation, Growth and Social Prosperity (the Cancún Declaration), and in the G20 Digital Economy 
Ministers 2017 Declaration. 

In 2019, under the G20 ‘Osaka Track’, the concept of data free flows with trust was championed by 
Japan, and co-operation and interoperability were stressed as major factors for building trust and 
facilitating the free flow of data. In 2020, G20 Digital Economy Ministers recognised the challenges 
that the free flow of data raises for the protection of privacy and personal data, and agreed to share 
“experiences and good practices for data policy, in particular interoperability and transfer mechanisms.” 
Most recently, in 2021 both the G7 and the G20 acknowledged the importance of identifying 
commonalities in regulatory approaches to cross border data transfers and the importance of 
interoperability. 

Interoperability of privacy and data protection frameworks (and of international co-operation) is also 
recognised in the OECD Privacy Guidelines (as revised in 2013), which call for the development of 
international arrangements that promote interoperability among privacy frameworks (at part Six, para 
21). They recognise that creating global cross-border transfer mechanisms and ensuring 
interoperability between different privacy laws can help simplify compliance by organisations, and 
enhance individuals’ and organisations’ understanding of their rights in a global environment. 

 

What is privacy interoperability? 
Whilst there is broad agreement on the importance of interoperability of privacy and data protection 
frameworks, how to achieve it in practice is less well understood and there is no shared or commonly 
agreed definition of privacy interoperability. Nonetheless, with the aim of progressing towards a 
shared definition, the OECD recently suggested that privacy interoperability can be “understood 
operationally as the ability of different privacy and data protection regimes, or legal frameworks, to work 
together at multiple levels through policy and practical arrangements and thereby bridge any differences 
in approaches and systems of privacy and personal data protection to facilitate transborder flows of 
personal data.” 

 

Why do we need privacy interoperability? 
The widespread adoption of privacy and data protection laws across the globe has placed a spotlight 
on the need for privacy interoperability. While privacy and data protection legal frameworks are 
essential for enabling the free flow of data across borders in a manner that can safeguard individuals’ 
privacy, the number of, and differences between, privacy and data protection frameworks can present 
challenges for both public and private actors when navigating the digital economy, particularly when 
there is a need to transfer personal data across borders. 
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Transactions that may require compliance with more than one legal framework can create uncertainty 
regarding the applicable legal framework, and can make it difficult for policy makers to effectively 
enforce privacy and data protection goals across different jurisdictions. Even where different privacy 
and data protection frameworks recognise the same underlying principles, there may be differences 
in their practical application. 

Privacy interoperability can clarify the underlying principles for effective privacy and data protection 
when moving data across borders, can clarify for businesses the legal requirements with which they 
need to comply, and help uphold a high level of trust in cross border data flows. 

 

What are the existing measures to foster and promote privacy 
interoperability6? 
Joint international action, at multiple levels, through policy and practical initiatives is needed to 
advance privacy interoperability. Measures that can foster and promote the interoperability of privacy 
and data protection frameworks often rely on bilateral and multilateral approaches. This can be at the 
level of principles, mutual recognition, domestic legislative or regulatory actions, policy measures, and 
other initiatives (such as technical measures or certification schemes). 

The most common measures that exist to foster and promote privacy interoperability can be divided 
into three main categories: i) bilateral and multi-lateral approaches; ii) privacy enhancing policy 
measures; and iii) cross- border enforcement co-operation (See Figure 1). 

Figure 1. Measures and practical approaches to foster and promote privacy interoperability 
 

 
Source: OECD (2021) 

 
6 The observations in this section draw from the OECD 2021 Going Digital Toolkit Note ‘Interoperability of Privacy and Data 
Protection Frameworks’ 
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Bilateral and multilateral approaches 

Three main types of bilateral and multilateral approaches foster and promote interoperability: 1) 
international and regional agreements; 2) harmonisation and mutual recognition; and 3) initiatives 
involving the private sector (i.e. model contract clauses, binding corporate rules (BCRs), the APEC 
Cross-Border Privacy Rules (“CBPR”) System, BCR/CBPR Referential, codes of conduct, and private 
sector initiatives). 

International and Regional Agreements  
These approaches can be divided into binding and non-binding agreements. Non-binding 
agreements rely on soft law to encourage parties to adopt like privacy and data protection 
principles in their domestic legal frameworks. This serves to promote privacy interoperability, as 
it creates a level of trust for governments that there are like protections in their respective privacy 
protection regimes. 

The OECD Privacy Guidelines are an example of this kind of mechanism. Regional examples of 
non-binding multilateral approaches include: the APEC Privacy Framework (which itself is based 
upon the OECD Privacy Guidelines); the ASEAN Framework on Personal Data Protection (ASEAN 
PDP Framework); the Standards for Data Protection for the Ibero-American States of the Ibero-
American Data Protection Network; and the Updated Principles on Privacy and Personal Data 
Protection of the Organization of American States. 

Binding agreements oblige the parties to them to adopt the provisions of the agreement in their 
domestic legal framework. As with non-binding instruments, this serves to promote privacy 
interoperability by creating an expectation between the State parties to the agreement that like 
privacy protections will exist between them, supporting the free flow of personal data between 
signatories. Examples of such agreements include the Council of Europe’s Convention for the 
Protection of Individuals with regard to Automatic Processing of Personal Data (‘Convention 
108’), and the African Union’s Convention on Cyber Security and Personal Data Protection (‘the 
Malabo Convention’). 

Harmonisation and mutual recognition  
Harmonisation and mutual recognition agreements can serve to foster and promote privacy 
interoperability, either through creating the same or similar rules for privacy protection within a 
particular region or group of countries (harmonisation); or through a system of direct recognition 
between jurisdictions that their respective frameworks provide sufficient (or equivalent) 
protection (mutual recognition). 
The framework provided by the General Data Protection Regulation [Regulation (EU) 2016/679] 
(‘GDPR’) is the most notable example of harmonisation. The GDPR harmonises privacy protection 
rules within the European Economic Area (EEA). 
Additionally, the GDRP provides for the transfer of data to a “third country” on the basis of an 
adequacy decision by the European Commission (Art. 45 GDPR). This is an example of mutual 
recognition, and an adequacy determination is a unilateral recognition certifying that the data 
protection regime of another country meets certain privacy requirements, effectively allowing 
personal data to flow from the EEA to that third country freely. Similarly, Japan’s legislation 
provides that a foreign country or region can be designated as providing a personal information 
protection system with equivalent standards to those which serve to protect an individual’s rights 
and interests in Japan. 
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Initiatives involving the private sector   

A number of initiatives involving the private sector can foster and promote privacy interoperability and 
support the cross-border flows of personal data. These include: 

• Model Contract Clauses (MCCs): MCCs can be incorporated into commercial contracts, and set 
out data protection safeguards that are binding on the data exporter (sender) and the data importer 
(recipient in the third country). Typically, MCCs are pre-approved by the competent domestic 
authorities (e.g. a data protection authority) and provide a basis – under domestic rules – for the 
transfer of personal data without the need for those domestic authorities to grant a further 
individual authorisation. MCCs establish a data protection regime at a contractual level, and can 
therefore help to bridge existing differences in the level of privacy and data protection under the 
respective domestic legal frameworks. 

MCCs can contribute to interoperability through setting common standards with which 
companies can become familiar. MCCs’ nature as “model” (i.e. with fixed content) and their public 
availability can help ensure transparency and legal certainty for both companies and individuals, 
and their fixed content and the pre-approval mean that companies do not have to negotiate them 
in each individual case, but can simply rely on what has been pre-approved, with the assumption 
that in doing so they fulfil their obligations regarding data transfers. Their low cost may also make 
them particularly attractive for small and medium- sized companies. 

• Binding Corporate Rules (BCRs): BCRs, sometimes referred to as intra-group rules, are data 
protection policies adhered to by companies for cross-border transfers of personal data within a 
group of undertakings or enterprises. They can be particularly beneficial for companies that need 
to transfer data globally within their own group. BCRs sometimes require approval from a 
competent regulatory authority, and they are often standardised, establishing uniform binding 
rules applicable to all relevant entities across the group. This can help ensure that there is 
adequate protection for data transferred across borders, as well as compliance with local laws. 
Codes of Conduct (Codes): Codes are voluntary instruments adopted by organisations to help 
them apply general data protection provisions, including for the cross-border transfer of personal 
data. These codes can be tailored to specific sectors and the specific needs of the organisation 
itself. Codes are drawn up by the organisation itself, by representative bodies (such as industry 
associations), or by governments or data protection authorities. Codes sometimes require 
approval by a competent supervisory authority, and the association or industry body creating such 
codes approves new memberships and monitor compliance. Codes are often useful for SMEs, as 
they can rely on the association to ensure compliance. 

• Certification Schemes: Under certification schemes, companies can be certified for their 
compliance with (specified) privacy protections, thereafter allowing the transfer of personal data 
across borders (within a specific region, or group of countries). APEC’s CBPR system is an 
example of a certification scheme, as is the EU’s Europrivacy Scheme. 

• Private Sector Initiatives: A number of different private sector initiatives can also foster privacy 
interoperability. For example, the International Organization for Standardization (ISO), has 
developed a privacy protection ISO (ISO/IEC 27701:2019) that specifies requirements and 
provides guidance for establishing, implementing, maintaining and continually improving a 
Privacy Information Management System. Privacy “trust marks” are another private sector 
initiative, sometimes involving the public sector. Although there is no common definition, a privacy 
trust mark or seal is often designed to help organisations demonstrate that their privacy/data 
protection practices are compliant with international standards, and help consumers recognise 
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their privacy safety. Granted to companies or their products/services by private certification 
agencies or Privacy Enforcement Authorities (PEAs), privacy trust marks can help increase 
international interoperability at an organisation and product/service level. 

 

Privacy enhancing policy measures 

When governments and PEAs implement policy measures that are complementary to measures in 
other jurisdictions it can help to bridge gaps between privacy frameworks and, as a result, promote 
both cross border data flows and privacy interoperability. Additionally, engagement in international 
fora, stakeholder consultations, workshops, etc. can help build relationships between different 
jurisdictions and an understanding of the challenges faced by counterpart authorities. 

The adoption of national privacy strategies (NPS) are an example of one such policy measure that can 
enhance international co-operation, foster interoperability of privacy protection frameworks, and lessen 
uncertainties in cross border data flows. Whilst recent OECD research72 shows that NPS’ are not widely 
used, they have the potential to address privacy and data protection in a comprehensive and coherent 
manner, providing transparency about a country’s goals and approaches with regards to privacy and 
data protection and ultimately allowing for greater comparability between countries. Ideally, a NPS 
could provide an outline for international cooperation that addresses international privacy issues and 
facilitates cross-border data flows whilst ensuring privacy and data protection. 

 

Cross-border enforcement co-operation 

Effective cross-border enforcement co-operation can also help privacy interoperability in a number of 
ways. Most obviously, effective cross border enforcement co-operation can serve to build trust with 
consumers and among governments that privacy laws will be effective and can be enforced. 
Additionally, a number of the mechanisms which serve to facilitate cross-border enforcement co-
operation are often a critical feature of the design of privacy interoperability mechanisms. For 
example, cross-border enforcement co-operation often involves sharing information between 
jurisdictions, mutual assistance, co-operation in investigations and design of penalties, and 
involvement in international and regional fora. These actions can ensure the cross-border 
enforcement of privacy laws across jurisdictions, whilst helping to build relationships between 
regulatory authorities and understanding of enforcement challenges. 

The 2007 OECD Recommendation on Cross-border Co-operation in the Enforcement of Laws 
Protecting Privacy should be highlighted in this regard. This Recommendation, grounded in the OECD 
Privacy Guidelines, reflects a commitment by governments to improve their domestic frameworks for 
privacy law enforcement to better enable their authorities to co-operate with foreign authorities, as 
well as to provide mutual assistance to one another in the enforcement of privacy laws. The 
importance of this Recommendation in facilitating privacy interoperability was recognised in the report 
on the implementation of the OECD Privacy Guidelines with a number of countries recommending that 
its implementation be reviewed. The OECD is currently undertaking a review of this Recommendation. 
 

 
7 OECD (2021), “Report on the Implementation of the Recommendation of the Council concerning Guidelines Governing the Protection of 
Privacy and Transborder Flows of Personal Data”, C(2021)42, https://one.oecd.org/document/C(2021)42/en/pdf. 
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Moving towards privacy interoperability 
Building on prior work, G20 dialogue on this issue could seek to further contribute to the shared 
understanding of privacy interoperability and the mechanisms through which privacy interoperability 
can be advanced. 

Additionally, it could aim to help governments to gain a better understanding of available mechanisms 
intended to foster and promote privacy interoperability, how they can be better leveraged in practice, 
and how to bridge gaps and barriers to their uptake. 
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PRINCIPLES TO ENHANCE ACCESS TO AND 
SHARING OF DATA 

 
Introduction 
With the increasing significance of data for the digital transformation, access to and sharing of data 
has become essential for economic and social activities in the private and public sector. The effective 
use of data may help to enhance productivity, support the development and improvement of new 
products, and foster processes, organisational methods and markets. To support the widespread 
adoption of artificial intelligence (AI), greater access to and sharing data of is necessary, including in 
traditionally less data-intensive fields such as manufacturing, agriculture, and construction. This will 
be key for boosting productivity and enabling the next production revolution. 

In regards to its economic benefits, data access and sharing can help increase the value of data-to-
data holders, and may create 10 to 20 times more value to data users, and 20 to 50 times more value 
to the economy (OECD, 2020[1]). The monetisation of data contributes ten percent or more to the overall 
revenue of the 32 percent of high-performing businesses and nine percent to all other businesses 
(OECD, 2020[1]). In addition, businesses that use data have approximately five to ten percent faster 
productivity growth than those that do not (OECD, 2015[2]; OECD, 2020[1]). The secondary effects of 
data access and sharing are estimated to be between 0,5 percent to 1,2 percent of GDP, depending on 
the study (Vickery, 2011[3]; McKinsey Global Institute, 2013[4]; Deloitte, 2013[5]; Lateral Economics, 
2014[6]). 

Data access and sharing can also significantly help to enhance social welfare and resolve societal 
challenges through better public research and public services. For instance, during the 2019 
Coronavirus (COVID-19) pandemic timely, secure and reliable data access and sharing has been key 
to understanding COVID-19 and its spread, enhancing the effectiveness of government policies, and 
supporting global co-operation in the research, development and distribution of vaccines and 
treatments (OECD, 2020[7]; OECD, 2020[8]; OECD, 2021[9]). For example, anonymized mobile call data 
records of telecommunications services providers have been re-used to monitor and control the 
spread of COVID-19 and other health crises and pandemics. (OECD, 2020[10]) The COVID-19 pandemic 
has underscored the need for cross-sectoral re-use of data and, thus, more coherence across sector-
specific data governance frameworks. 

Despite the growing need for access to data, and evidence of the economic and social benefits of 
sharing them across sectors and jurisdictions, data access and sharing remain below their potential 
(OECD, 2019[11]; OECD, 2019[12]; OECD, 2020[13]; OECD, 2022[14]). Individuals, businesses, and 
governments often face barriers to accessing data, which may be compounded by reluctance to share, 
including within organisations and across sectors and jurisdictions. Stakeholders face several risks 
when sharing data, such as risks of digital security and privacy breaches, and the violation of other 
legitimate private interests such as the protection of intellectual property rights. 

To address these challenges, governments and private sector actors have introduced a wide variety 
of initiatives. However, efforts have been uneven, and addressing barriers to cross-sectoral and cross-
border data sharing requires greater coherence across sectors and jurisdictions. Ultimately, greater 
interoperability of data governance frameworks, combined with technological and organisational 
solutions, where a trusted sharing and access framework can be achieved, will be necessary to 
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facilitate data access and sharing across sectors and jurisdictions (OECD, 2019[11]; OECD, 2019[12]; 
OECD, 2020[13]; OECD, 2022[14]). 

Rationale: Improving the coherence of data governance frameworks addressing challenges 
such as those related to privacy, data protection, security, and intellectual property rights 

Building on discussions during Japan’s presidency under the ‘Osaka Track,’ G20 Digital Economy 
Ministers, under the Saudi Presidency, recognised “that the free flow of data raises certain challenges, 
such as the protection of privacy and personal data” and “the need to address these challenges in 
accordance with relevant applicable legal frameworks … including by: … sharing experiences and good 
practices for data policy, in particular interoperability and transfer mechanisms, and identifying 
commonalities between existing approaches and instruments used to enable data to flow across 
borders with trust; [and] exploring and better understanding technologies such as privacy enhancing 
technologies (PETs).” 

This issue was taken up during the Italian Presidency, with the G20 Rome Declaration committing to 
further action: 

“We acknowledge the importance of data free flow with trust and cross-border data flows. 
[…] We will continue to work on addressing challenges such as those related to privacy, data 
protection, security, and intellectual property rights, in accordance with the relevant 
applicable legal frameworks. We will also continue to further common understanding and 
to work towards identifying commonalities, complementarities, and elements of 
convergence between existing regulatory approaches and instruments enabling data to 
flow with trust, in order to foster future interoperability.” 

To support governments in maximising the cross-sectoral and cross-border benefits of data whilst 
protecting the rights of stakeholders such as those related to privacy, data protection, security, and 
intellectual property rights in a coherent manner, the OECD Council on 6 October 2021 adopted the 
Recommendation on Enhancing Access to and Sharing of Data (EASD) (hereafter "OECD 
Recommendation on EASD" or “the Recommendation”). 

The OECD Recommendation on EASD is intended to help governments develop coherent data 
governance frameworks to unlock the potential benefits of data across and within sectors, countries, 
organisations, and communities, while protecting individuals’ and organisations’ rights and taking into 
account other legitimate interests and objectives. It aims to reinforce trust across the data ecosystem, 
stimulate investment in data and incentivise data access and sharing, and foster effective and 
responsible data re-use across sectors and jurisdictions. 

Further, the OECD Recommendation on EASD seeks to provide a common reference for existing and 
new OECD and other international legal instruments that provide guidance for policy-making in relation 
to the governance of data in areas such as research, health, and digital government. In so doing, the 
Recommendation helps foster and ensure coherence across OECD and other international reference 
documents including G7 and G20 ministerial declarations. 

The OECD Recommendation on EASD thus contributes in taking forward the ambition set out in 
the 2021 Rome Leaders’ Declaration, and in particular the G20 economies commitments to 
“continue to further common understanding” on the issues of data free flow with trust and 
cross-border data flows. Scope of the OECD Recommendation on EASD 

The OECD Recommendation on EASD sets out general principles and policy guidance on how 
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governments can maximise the benefits of enhancing data access and sharing arrangements while 
protecting individuals’ and organisations’ rights and taking into account other legitimate interests and 
objectives. These arrangements may include data access and sharing arrangements based on 
voluntary and mutually agreed commercial or non- commercial terms (e.g. open data initiatives in the 
private sector) as well as data access and sharing arrangements that are regulated by law or 
mandatory are (e.g. some open government data, data portability initiatives and research data). 

The OECD Recommendation on EASD, however, does not cover cases where governments access 
private sector or proprietary data either for law enforcement and national security purposes or for 
granting regulatory approval (e.g. for the marketing of pharmaceutical or agricultural chemical 
products). That said, the Recommendation recognises “that data access and sharing arrangements, 
including government access to proprietary and personal data held by the private sector, may involve 
activities governed by specific national and international legal frameworks that need to be taken into 
account in such arrangements.” 

The OECD Recommendation on EASD is also not intended to address questions of whether or when to 
regulate access to data (including data of public interest), given that the answer is context dependent 
and thus will differ on a case-by-case basis. The Recommendation rather provides guidance on how 
(e.g. voluntary or mandatory) data access and  sharing arrangements may be implemented to assure 
that their envisaged benefits are maximised while individuals’ and organisations’ rights are protected. 

Primarily, the general principles and policy guidance of the Recommendation are aimed at data in digital 
formats. The Recommendation thereby recognises “the importance of data-driven innovation, 
including artificial intelligence (AI) and the Internet of Things (IoT), the growing demand for data across 
society, including on the part of both public and private sector organisations and individuals, and the 
enhanced ability to collect, access, share, and use data as it is increasingly stored in digital formats.” 

Structure of the OECD Recommendation on EASD 

The preamble to the OECD Recommendation on EASD recognises key factors and background 
considerations that policy makers need to take into account when establishing data access and 
sharing arrangements. These include the significance of data and the importance of data sharing 
across societies including for data-driven innovation and the wide range of benefits that data access 
and sharing can generate. The preamble, however, also recognises the need to foster trustworthiness 
and safeguard against risks such as potential breaches of confidentiality or privacy, unethical uses of 
data or the violation of other legitimate private or public interests, including intellectual property rights 
and national security interest. 

In addition, the preamble highlights key considerations such as the heterogeneity of the data 
ecosystem and its complementarities, and the data openness continuum. The latter is a key concept 
of the Recommendation, which is based on the recognition that data governance approaches can be 
characterised by their different levels of openness, ranging from approaches with full and unrestricted 
openness (e.g. open access to data), to arrangements that condition or limit the access, sharing, 
transfer, and/or use of data to specific users or destinations, or for specific use cases. 

The main provisions of the Recommendation are divided into three overall sections, which are 
discussed in the next section on “Measures to enhance access to and sharing of data: Applicability of 
the Recommendation”. These sections are entitled Section 1: Reinforcing Trust across the Data 
Ecosystem, Section 2: Stimulating Investment in Data and Incentivising Data Access and Sharing, and 
Section 3: Fostering Effective and Responsible Data Access, Sharing, and Use across Society. Under 
these headings, the Recommendation deals with: 
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1. Empowering and pro-actively engaging all relevant stakeholders alongside broader efforts 
to increase the trustworthiness of the data ecosystem (Section 1); 

2. Adopting a strategic whole-of-government approach to data access and sharing (Section 1); 
3. Maximising the benefits of data access and sharing, while protecting individuals’ and 

organisations’ rights and taking into account other legitimate interests and objectives 
alongside broader efforts to promote and enable a culture of responsibility for data 
governance (Section 1); 

4. Providing coherent incentive mechanisms and promoting conditions for the development 
and adoption of sustainable business models and markets for data access and sharing 
(Section 2); 

5. Further improving conditions for cross-border data access and sharing with trust (Section 3); 
6. Fostering the findability, accessibility, interoperability and reusability of data across 

organisations, including within and across the public and private sectors (Section 3); and 
7. Enhancing the capacity of all stakeholders to effectively use data responsibly along the data 

value cycle (Section 3). 
  

Principles to enhance access to and sharing of data of the OECD 
Recommendation on EASD 
Each of the following sections briefly highlights the specific issues that the OECD Recommendation 
on EASD covers and how its various provisions address these issues, including considerations specific 
to cross-border data access and sharing.8 

Reinforcing trust across the data ecosystem 

Trust plays an essential role in data access, sharing and re-use across organisations, sectors, and 
jurisdictions. Trust can be abused or eroded over time, and restoring it can be challenging. To help 
reinforce trust across the data ecosystem, the OECD Recommendation on EASD addresses the 
following three themes. 

• Empowering and pro-actively engaging all relevant stakeholders alongside broader efforts to 
increase the trustworthiness of the data ecosystem: Evidence presented in the OECD work 
shows that engaging with communities of stakeholders to understand their respective 
interests and concerns is a major success factor for building trust, in line with ethical values 
and norms such as fairness, human dignity, autonomy, self- determination. In addition to 
inclusive stakeholder engagement (III.a) that can help better allocate responsibilities and 
define the acceptable risk levels, the Recommendation also encourages “competition- neutral 
data-sharing partnerships, including Public-Private Partnerships (PPPs), where data sharing … 
can create additional value for society.” (III.b) It also highlights the need to “enhance 
transparency of data access and sharing arrangements to encourage the adoption of 
responsible data governance practices” (III.c) and the adoption of “appropriate mechanisms 
and institutions such as trusted third parties” to empower individuals, social groups and 
organisations and “increase their agency and control over data they have contributed or that 
relate to them.”(III.d) 

• Adopting a strategic whole-of-government approach to ensure that data access and sharing 

 
8 Relevant implementation examples of G20 government initiatives will be added under each section in the final draft, in function 
of the G20 members’ responses to the “Questionnaire for taking stock of common data governance approaches in the G20”. 
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arrangements effectively and efficiently meet specific societal, policy, and legal objectives that 
are in the public interest: Given resource constraints and the costs of data access and sharing, 
governments have started to prioritise access to what they consider high-value datasets 
according to the needs of society (IV.a). This approach carries however multiple risks. For 
example, what constitute a high-value dataset today may vary over time and may also depend 
on the context of its potential use. In order to ensure that data access and sharing 
arrangements, including those based on high-value datasets, effectively and efficiently meet 
specific societal, policy, and legal objectives that are in the public interest, governments need 
to adopt and regularly review coherent, flexible, and scalable data governance frameworks 
(IV.b) that are adopted ideally at the highest level of government (IV.c) and are technology-
neutral and agile (IV.d). 

• Maximising the benefits of data access and sharing, while protecting individuals’ and 
organisations’ rights and taking into account other legitimate interests and objectives: Enhanced 
data access and sharing can provide social, and economic benefits. At the same time, it may 
bring about increased risks to e.g. confidentiality and privacy. Therefore, data access and 
sharing arrangements need to “ensure that data are as open as possible to maximise their 
benefits and as closed as necessary to protect legitimate public and private interests” (V.a). 
And steps to protect these legitimate public and private interests need to be “necessary and 
proportionate” (V.b). Stakeholders need to be held accountable in taking responsibility, 
according to their roles, for the quality of the data they share and the implementation of risk 
management measures (V.c). Innovative approaches have emerged that help to strike the right 
balance between the benefits and the risks of data access and sharing, while protecting the 
rights and interests of stakeholders. These include conditioned data access and sharing 
arrangements that can be combined with the use of technological and organisational 
approaches and methods, such as privacy enhancing technologies. (V.d) 

Stimulating investment in data and incentivising data access and sharing 

Substantial investments are often required to collect data, to enable data sharing and re-use, and to 
secure the sustainability of data access, sharing and re-use. This may not only include the cost 
required to assure that the data meets the quality requirements (e.g. cost for data cleaning and data 
curation). Additional investments are also needed to secure the engagement of all relevant 
stakeholders, including for the complementary assets such as data-related skills and infrastructures, 
which are needed as highlighted below. Means to safeguard returns on investments and other 
monetary and non-monetary reward mechanism are needed to further incentive investments in data 
and data sharing. The following approaches are particularly important in this regard: 

• Encouraging market-based approaches by leveraging the freedom to contract through 
guidance on data sharing agreements: “Market-based approaches, including 
commercialisation of data and freedom of contract, are essential for incentivising data 
access and sharing and related investments.” But “sound competition policy and regulation 
that addresses possible exploitation of market dominance and other appropriate measures” 
are needed to foster competitive markets (VI.a). Guidelines that define a set of contractual 
clauses with a focus on potentially contentious issues need to be promoted, where they can 
help reduce uncertainties and transaction costs (VI.b). The development of guidelines 
should be undertaken by, and in active collaboration with, the relevant stakeholder groups. 
Where data is used to produce a public or a social good (e.g. scientific knowledge and 
democratic participation), market-based approaches can be suboptimal as “there may be 
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costs, risks, and limitations to these approaches’ ability to fully meet demand for data”, and 
further government action may be warranted however. 

• Promoting conditions for the development and adoption of sustainable business models and 
markets for data access and sharing: Sustainable business models must be identified and 
financing that matches the duration of the dataset itself promoted (VI.c). Financing models 
that can be leveraged in combination include among others: structural funding, host or 
institutional funding, annual deposit-side contract, data deposit fees, project funding. In 
addition, different revenue models such as the freemium revenue model can be used for 
cross-subsidising various activities to assure the collection and commercialisation of data. 

• Providing coherent incentive mechanisms: Data access and sharing may create externalities 
that benefit others more than the data holder and data controller. Therefore, data holders 
and controllers may not necessarily be incentivised to share their data. This is in particular 
true if the costs and risks of data access and sharing are perceived to be higher than the 
expected returns. In addition, there is growing evidence of reluctance to data sharing by 
individuals and organisations due to uncertainties in the implementation of existing privacy 
protections and other legal requirements and liability considerations. There is thus a need to 
“promote appropriate incentive mechanisms that enable the fair distribution of the benefits 
of data access and sharing arrangements and ensure that stakeholders are enabled, 
encouraged, recognised, and rewarded for engaging in data access and sharing 
arrangements.” (VI.d) 

 

Fostering effective and responsible data access, sharing, and use across society 

The availability of data does not guarantee that data will be used and re-used effectively across 
organisations, sectors and jurisdictions or even re-used at all. The OECD Recommendation on EASD 
therefore calls on policy makers to consider the following recommendations to foster effective re-use 
of trustworthy data across society: 

• Further improving conditions for cross-border data access and sharing with trust: As data 
access and sharing increasingly occur across jurisdictions, governments need to consider 
means that reinforce trust across the global data ecosystem, to further improve conditions 
for cross-border data access and sharing with trust. This includes the need to “Assess, and 
to the extent possible minimise, restrictions to cross-border data access and sharing, in 
particular for purposes of global public interest” (VII.a) and to “ensure that measures that 
condition cross-border data access and sharing are non-discriminatory, transparent, 
necessary, and proportionate to the level of risk” (VII.b). This also includes promoting 
“continued dialogue and international co-operation on ways to foster data access and 
sharing across jurisdictions – including through the implementation of trust-enhancing 
measures as set out above – as well as the interoperability and mutual recognition of data 
access and sharing arrangements, taking into account applicable legal requirements and 
global standards.” (VII.c) 

• Fostering the findability, accessibility, interoperability and reusability (FAIR) of data across 
organisations, including within and across the public and private sectors: Relevant 
information on data quality need to be provided in regards to the original context of data 
collection and use. This information should be made available together with meta-data, 
which are crucial to ensure that data is of good quality and FAIR. (VIII.a) Government action 
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may also be needed where the lack of common standards (or the proliferation of 
incompatible standards) for data format (syntax) and data models (semantics) presents a 
barrier to data access, sharing, and re-use across sectors and countries. This may include 
increasing awareness about existing standards or promoting the development of new 
standards, as well their adoption (VIII.b). 

• Enhancing the capacity of all stakeholders to effectively use data responsibly along the data 
value cycle through measures ranging from awareness raising campaigns, the support of skills 
development for better data management, to the promotion of the adoption of data-related 
infrastructures: Evidence shows that skills and competences can improve awareness of the 
actual risks of data access and sharing, which is why governments may need to “foster 
awareness about the benefits and risks of data access, sharing, and use to encourage 
responsible data governance throughout the data value cycle.” (IX.a) In addition, better data-
related skills are needed along the whole value cycle of data to assure the effective sharing 
and (re-)use of data (IX.b). Data holders need data management and data curation 
capabilities to assure the long-term quality and availability of data. Data users, on the other 
hand, need adequate digital and data analytics skills to effectively re-use data. Governments 
may also need to support the development of the infrastructure needed for data storage, 
processing and analytic infrastructures as access to these digital infrastructures is a major 
condition for the effective re-use of data across society. (IX.c) This is particularly critical for 
SMEs, but also for individuals including scientists as it involves the cost of operating, 
maintaining, as well as scaling data infrastructures. 
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